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Abstract— Establishing verifiably secure communications
is a daunting task, especially in unbounded computing net-
works such as the Internet and the Global Information Grid.
The Multiple Independent Levels of Security (MILS) archi-
tecture has been developed to facilitate this task. Wrappers,
filters and mediators, both hardware and software, have
been proposed as MILS mechanisms to enforce communica-
tion security policies such as data isolation and sanitization.

This paper describes two experimental projects showing
how software mediators can be implemented using CORBA
in two different environments: a standard Unix TCP/IP
network with multiple workstations, and a single board com-
puter running the Integrity operating system with a separa-
tion kernel supporting multiple isolated execution environ-
ments. The first example shows how protocol mediators can
enforce communication-related security policies on standard
networks, while the second shows that same functionality
implemented on a MILS-based architecture. The projects
show how transparent communication security policies can
be implemented with existing technologies and without any
modifications to the operating system kernels.

Category: Ezperience
I. INTRODUCTION

High-assurance computing systems often rely on resource
separation to enforce data integrity and confidentiality, and
to provide system reliability. Resource separation in such
systems has traditionally been implemented through re-
dundancy of both hardware and software. For instance,
classified data residing on military computer systems is
normally separated according to sensitivity level and stored
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in separate systems. However, the overhead of system re-
dundancy is often costly to develop, deploy, and maintain,
and the interfaces between redundant systems can become
complex and inefficient. To address the demand for effi-
cient resource separation in high-assurance computing sys-
tems, the Multiple Independent Levels of Security (MILS)
architecture has been developed through a collaboration
between industry and the academic community [1], [2], [3].
MILS is a high-assurance, high-performance computing ar-
chitecture that can enforce strict security and separation
policies on data and processes residing on one or more dis-
tributed micro-processors. MILS systems use a separation
kernel based on the idea of separable resource partitions
first proposed by Rushby [4], [5], [6]. The MILS architec-
ture provides a secure framework for hosting and main-
taining separation between resources on a single micro-
processor which would traditionally be hosted on separate
micro-processors.

Operating under the assumption of safety and security
through isolation, MILS provides maximum separation of
data and processes within a single computing environment.
MILS also represents a paradigm shift from the monolithic
structure of traditional secure computing platforms to the
division of security enforcement mechanisms into modu-
lar components which work in tandem to enforce separate
but inter-dependent policies. Furthermore, the MILS ar-
chitecture is designed to be formally verifiable, allowing
the development of safety-critical and high-security sys-
tems which can be certified as high as Evaluation Assur-
ance Level 6 or 7 in the Common Criteria [7]. One target
application of MILS is the U.S. military’s Joint Tactical
Radio System (JTRS) which will allow soldiers in the field
to transmit and receive communication of different security
levels on a single piece of equipment [8], [9]. Similar use of
the MILS architecture is planned for the future U.S.A.F.
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F35 Joint Strike Fighter [10], [11].

The MILS architecture incorporates the concept of sep-
aration in two different regards. First, MILS provides pro-
cess separation by enforcing security policies that strictly
control information flow between user processes. Informa-
tion channels, both overt and covert, should only exist
when explicitly permitted by the system security policy.
Without any means of communication, two processes resid-
ing on a single microprocessor become just as separated as
if they each resided on physically disjoint microprocessors.
Secondly, MILS provides functional separation by moving
security mechanisms normally implemented at the kernel-
level into external modular components [12]. The compo-
nents enforce narrow, specific policies that are layered to
comprise the overall system security policy. An advantage
of this modular approach is that MILS components are
small and simple enough for rigorous, independent evalua-
tion using formal methods such as model-checking and the-
orem proving [13]. Also, MILS systems can be assembled
using components built and verified by multiple indepen-
dent vendors, reducing the time and cost of development.

In this paper we present two example implementations of
a MILS architecture. The first implementation is a proof-
of-concept using physical space separation to show the im-
plementation of time and space separation using the Linux
operating system (OS). The second example was built us-
ing Integrity OS, running on a partitioning kernel that al-
lows for true process separation on a single host. The first
example shows the use of commercial-of-the-shelf (COTS)
components to control covert channels and failure propa-
gation, while the second example does the same using a
state-of-the-art MILS architecture.

II. SPACE SEPARATION TO ENSURE ACCURATE DATA
ACCESS

The challenge of data distribution through an ad-hoc,
uncontrolled environment such as the Internet is lack of
predictability of process reliability and security. The ma-
jority of services and communication paths cannot be clas-
sified as trusted, nor is there a non-trivial way of increasing
trust in unbounded environments such as the Internet. As
a result, every communication path leading through an un-
controlled host or device can be potentially compromised.

The problem of path protection is not limited to an un-
bounded environment. Every network that connects some-
where to the “outside” must at least be able to handle ma-
licious traffic at its boundaries. This is especially true in
a net-centric, defense-in-depth environment like the Global
Information Grid (GIG) that must connect all legitimate
users to their needed information in a timely manner, while
relying on communication channels that are not under its
direct control [3], [8]. It must be possible to control, moni-
tor and sanitize communication before it enters a sensitive
network containing classified content. In some case, the
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only controlled entities available are the end-point hosts of
the communication path. It is even possible that only one
of the hosts can be considered as trustworthy.

In order to prevent a trusted host or process becoming
compromised, the data to and from the host must be sani-
tized. In addition, the execution space of the trusted entity
must always be protected. Incoming data must go through
a sanitization stage to filter malicious content from the data
stream. Outgoing data must be checked to ensure that the
receiver only gets the information it is eligible to receive
and to ensure that the information is properly encrypted
or downgraded considering the communication path.

Integration of these tasks into the communicating pro-
cess is possible in bounded, well-controlled environments,
but for dynamic environments it is more appropriate to
task a separate entity with communication control. This
simplifies the implementation of processes by allowing lay-
ered reuse. For example, re-using trusted sanitization pro-
cesses ensures that communication is always handled ex-
actly the same. Depending on the available hardware
and software option such sanitization “stations” can be
implemented at a host or at the network level. Appli-
cation “wrappers” and [14] and communication “media-
tors” (sometimes called monitors) are two implementation
mechanisms to achieve data separability. Wrappers usually
control application input through application programing
interfaces (API), while the discussed approach monitors
traffic en route before being handled by APIs. As such it
overcomes some of the shortcomings of such systems and
allows also for a more lightweight implementation.

III. WRAPPERS AND LAYERS FOR DATA SEPARABILITY
A. Wrappers

Filtering of data between the application level and the
OS can be accomplished through wrappers [14]. Wrappers
are inserts to, or replacements of, APIs. Instead of going
straight to and from the application, the data is rerouted to
a replacement API that implements the same functional-
ity in a more secure or reliable manner. An example of the
second type are replacement libraries for APIs that are vul-
nerable to buffer-overrun and format string attacks, such
as Libverify and Libsafe [15]. However, these approaches
target specific APIs. As the number of vulnerable libraries
is fairly large [16], this approach is as effective as the library
coverage. Also, wrapper solutions are usually installed on
the same host as the data to be protected can be compro-
mised if memory space is not completely protected.

B. Mediators

While wrappers usually operate at the application level
itself, our work focuses on the control of content and pro-
tocol information in isolation from the applications that
will eventually process the data stream. Jaeger et. al. dis-
cuss the concept of transparent monitors with respect Inter
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Process Communication (IPC) monitoring [17]. They sug-
gest a monitor as a kernel extension functioning similar to
wrappers at either end of an IPC connection. Similar ap-
proaches have been discussed by Kang and Moskowitz [18]
and Moore [19] with respect to data transfer across secu-
rity clearance levels, but their approach relies on additional
application wrappers and a special protocol.

In this paper we discuss two experimental projects to

implement interprocess data isolation based on the idea of

separable resources as first proposed by Rushby [4], [5], [6].
In our projects, we limited ourselves to the use of available
technology, without the modification of the OS kernel, to
achieve the goal of channel control, allowing transparency
and control over all data traffic independent of the protocol,
source, or destination.

IV. DATA SEPARATION IMPLEMENTATION EXAMPLES

A. Ezample 1: Physical Separation for Non-partitioning
OSs

The initial test implementation of a separation archi-
tecture was done using two networked Linux computers.
We used separate computers since Linux does not pro-
vide a strong enough operating system level application
separation, meaning that application failures may propa-
gate to other applications or even into the kernel. Each
PC represents a partition, an isolated execution space that
is only allowed to communicate through the transparent
mediator, which sanitizes the information stream between
the two hosts. The workstations are on physically disjoint
subnets that are bridged by the gateway, which serves as
the mediator. The mediator, as well, is a host running
Linux (Figure 1). TCP/IP networking serves as inter-
partition communication. A Common Object Request Bro-
ker Architecture (CORBA) client/server application is dis-
tributed between the two workstations to produce inter-
workstation messages invoking the General Inter-ORB Pro-
tocol (GIOP) protocol.

Workstation Workstation
10.0.0.2 10.0.1.2
10.0.0.1 l D 10.0.1.1
—_—
Mediator
Fig. 1. Experimental Setup; Physical Separation

The workstations are on physically disjoint IP subnets
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that are bridged by the gateway, which serves as the medi-
ator. Messages content checking under Linux is possible by
using a combination of Linux features like IP forwarding,
IP tables, and the libipq library.

¢ [P forwarding is enabled if the entry in /proc/sys/net
/ipv4/ip forward is set to 1. This means that the
Linux host is allowed to hand the traffic from one phys-
ical Ethernet device to the other.

¢ [P tables is the network packet filtering mechanism in
the Linux kernel that applies tables of filter rules to in-
coming and outgoing packets [20]. In this example we
are attempting to filter all GIOP traffic. However, IP
tables can only filter at the transport layer. Since the
implementation of the CORBA client and server uses
TCP/IP as the underlying transport mechanism, IP ta-
bles is configured to filter for all TCP data: iptables
-t filter -A FORWARD -p tcp -j QUEUE.

e Libipq is a loadable module user-space queuing library
that allows network packets traversing the Linux kernel
to be passed up to user-space processes [21] after libipq
is loaded via: modprobe ig_queue.

All TCP packages are handed from the TCP/IP stack,
residing in kernel space, via libipq into user space, where
the message content filtering occurs. This is done through
a set of C functions that parse the packet for the string
“GIOP,” which is part of the GIOP message header. Non-
GIOP data is handed back done the TCP/IP stack and for-
warded through the outgoing Ethernet device unchanged
(Figure 2).

10.00.1 E 100.1.1
—
N

Mediator

illegal message
detected
decrement ()

cior? | ||

1
rQ
IPTables

Fig. 2. Mediator Host

The GIOP server in our sample implementation hosts
two methods, an increment() and a decrement() to
a counter object. The message filter was coded to al-
low only increment (). If the client attempted to invoke
decrement () the message was simply discarded.

While this implementation provides valuable insights on
how to use a COTS system without kernel modifications to
allow for process isolation, the current short coming is the
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lack of proper error handling. In order to prevent error han-
dling turning into a “back-flow” covert channel, rules need
to be established that enforce proper error response (e.g.
the same or similar message will always receive the same
error response). The error response has to be structured
to obfuscate the existence of the mediator. It must appear
to the client as if the error response came from the server
or from a non-mediator network mechanism. The error re-
sponse must also be independent of the exact network path
between the sender and the server (i.e., the route through
or past other hosts between the sender and the mediator
or, in the case of a filtered server response, between the
server and the mediator).

This example shows that fine-grained application pro-
tocol filtering can be accomplished within a standard OS.
Filtering policies can also be added and fine-tuned for dif-
ferent message types. In our example the message type was
GIOP, but HTTP, SMTP, FTP, etc., can be used as well.
The problem with using Linux is that physical process sep-
aration is necessary. It could be argued that the filtering
mechanism could be implemented on the host running the
trusted service. However, a compromise of the host or the
mediator will potentially propagate across the entire host,
disabling the mediator service for uncompromised hosts or
the server functionality from accessibility through a dif-
ferent mediator gateway. The step from physical to logical
process separation is only possible by employing an OS that
provides separation as part of its standard kernel function-
alities.

B. Example 2: Host-based Separation

The target operating system for the second experimental
implementation is Green Hills Software’s DO-178b certifi-
able Integrity-178B real-time operating system [22], [23].
The actual experimental implementation was done under
Integrity 4.0.9a, which is a superset of Integrity-178B. This
OS was designed for use within embedded systems employ-
ing single-board-computers. Integrity offers strict resource
separation by allowing the developer to define multiple iso-
lated execution environments within the system called ad-
dress spaces. The general OS and application layout is
shown in Figure 3. Each address space is allocated a fixed
amount of system resources (e.g., memory) at compile-
time. Unless explicitly relaxed by the system developer,
address space resources are completely disjoint and cannot
be shared. The “inside” of an address space behaves simi-
lar to a Linux host. Multiple processes (called tasks within
Integrity terminology) may run within one address space,
competing for run-time via priority scheduling. Within an
address space there is no memory protection. Protection
is only enforced between tasks residing in different address
spaces.

Integrity provides a verifiably secure method for inter-
task communication using special Integrity objects called
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Address Space I | Address Space 2 | Address Space 3

Task A

Task B

Task C Task D

Task £

Task F

Integrity Kernel

Fig. 3. Partitioning within Integrity

connection objects. When two connection objects are
bound together, they form a bi-directional communication
channel called an Integrity Connection (IC). Data is then
transmitted over the IC by using on one connection object
for sending and the other for receiving. The API for send-
ing and receiving over ICs is similar to the BSD sockets
API. The kernel ensures that data sent over ICs cannot be
monitored or tampered with en route. In fact, transmitted
data can only be accessed through the connection objects
forming the IC. If an IC is comprised of connection objects
(i.e. the end-points of an IC) residing in different address
spaces, then tasks executing in those address spaces can
securely communicate using the IC.

CORBA can utilize several different communication
mediums available on different target platforms. The
most commonly used transport mechanism is TCP /IP, but
transports over operating system specific types of inter-
process communication like shared memory and messaging
schemes are also available.

Inter-address space communication under Integrity can
be performed by invocation of the Intconn protocol. It
uses the Integrity Resource Manager (RM), an optional
kernel library, to mediate connections between CORBA
applications. Ideally, communication connections should
be fixed and known at compile time in order to prevent
covert channels, but as transparency and portability are
the main goals of using CORBA, communication connec-
tions between client and server address space cannot be
assigned at compile time and have to be “discovered” dy-
namically. In this case we can only ensure that there are
no direct connections between the two address spaces. At
run time the generation of such direct channels must be
prevented.

Initially each address space is assigned an IC to the RM
at compile time (Figure 4) by the kernel. The disjunct
client and server address space do not have a shared com-
munication interface. In order to create a connection be-
tween the two CORBA applications, the server has to an-
nounce its “existence” (see Figure 4, Step 1). It does this
by registering an end-point of an IC with the RM via the
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initial RM to address space ICs. A client would request
this end-point as shown in Figure 4, Step 2. If a valid
end-point exists, it is handed to the client (Figure 4, Step
3). This results in a direct connection between client and
server as shown by Figure 5, Step 4. Eventually a direct
IC is created as shown in Figure 5, Step 5.

Address Space x Address Space y

CORBA
client

CORBA
server

task task
2 3 1
v
® ®
Resource Manager
® ©

Integrity Kernel

Fig. 4. The Integrity Resource Manager

Client Address Space Mediator Address Space Server Address Space
Listening Connection
CORBA @ 9 CORBA
client server
task . .5 task
GIOP Connection
Resource Manager
Integrity Kernel . .

Fig. 5. CORBA and Integrity

In order to prevent the initial server registration and
client request issue to the RM, the initial connections gen-
erated by the kernel must be re-routed. The mediator,
responsible for IC rerouting, is implemented in a separate
address space. Upon system boot-up it forces the client’s
and the server’s address spaces to abandon the connection
to the RM. It can do so because the system was set up
in a way that the mediator address space is the owner of
the client and server space. The system implementer has
100% control over the system layout, but only limited con-
trol over the content of each address space at run-time.
The mediator address space replaces the abandoned con-
nections with connections into its own address space and as
a result has complete control over the data sent to and from
these two address spaces via the CORBA Intconn protocol.

When the server registers its readiness to serve CORBA
requests, the registration message arrives at the mediator
in form of a connection end-point (Figure 6, Step 4.1). A
client, trying to locate a server-side method, will send its
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request to the mediator. Without the mediator, when the
RM is used, the client would receive a link to the connection
end-point sent by the server from the OS via the RM. By
inserting the mediator, if the client is at all allowed to
communicate with the server, the mediator will create a
new connection and hand one end to the client (Figure 6,
Step 4.2). This leaves the client with the impression that
it found a valid communication path directly to the server.

The next step in the Intconn communication procedure
is for the client to establish the actual data exchange con-
nection. It will generate a new connection and hand one
end-point to the server. Again the mediator will actually
receive the connection end-point(Figure 6, Step 5.1), gen-
erate a new connection and hand one end to the server,
tricking it into “thinking” it received a valid data connec-
tion from a client (Figure 6, Step 5.2). After the setup
of this communication process all IC’s point only to the
mediator.

Client Address Space Mediator Address Space Server Address Space
Listening Connection
CoRBA 12—t s o0 CoRBA
client server
task 5.1.——' task .__.5.2 A
GIOP Connection

Resource Manager

Integrity Kernel

Fig. 6. Communication Channels Re-routed

Similar to our Linux based experiment, any data pack-
age sent from the client and the server will have to pass
through the mediator. The mediator may parse its content
and hand off the data from one connection end-point to
another or discard entire messages in order to sanitize the
data stream. This set-up can be changed to allow for mul-
tiple client and server address spaces. Even though these
changes are done at compile time the setup is scalable until
computer memory is exhausted.

V. CONCLUSIONS

We have demonstrated a transparent and non-by-
passable mediator mechanism between communicating pro-
cesses. The described system architecture itself can be im-
plemented using physical separation if the OS does not sup-
port logical separation. By taking advantage of the high-
degree of resource isolation provided by existing separation
kernels like Integrity, it is possible to build a system that
safely and securely allows separated resources to co-exist
and interact on the same micro-processor.
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The implementation shows how total process separation
and covert channel control is possible on a single host. As
the system can control all communication paths, covert
channels may be controlled as well. In order to prevent
information back-flow through valid channels the system
must be extended to systematically address error handling
and responses.

The examples presented here were limited to communi-
cation protocols supported by CORBA (e.g. TCP and Int-
conn), but mediated communication can be implemented
within any protocol. Covert channel control and trans-
parency are also goals of this implementation. Methods
have to be developed that control other communication
paths while leaving the protocol and the OS unchanged. If
physical separation is used, the isolation of communication
end-points is less complex, because all traffic arriving on
the interrupted communication medium can be analyzed
and intercepted. Physical separation, however, requires
extra hardware and complex interactions. The MILS ar-
chitecture on a single host allows information flow to be
secured via inter-partition communication processes with
complete transparency.
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