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Abstract. One fundamental key to successful implementation of secure high assurance computer systems is the design and implementation
of security policies. For systems enforcing multiple concurrent policies, the design and implementation is a challenging and difficult task.
To simplify this task, we present an Inter-Enclave Multi-Policy (IEMP) paradigm for information access of the Multiple Independent Levels
of Security and Safety (MILS) approach to high assurance system design for security- and safety-critical multi-enclave systems. The IEMP
paradigm manages multiple security policies (i.e., controls the conflicts and cooperation of policies of different enclaves) within heterogeneous
systems. IEMPs are “policies about policies” that ensure the enforcement of end-to-end mandatory information flow security policies, where
the management and evolution of policies can be separated from applications. Although the approach was initially designed for use in the MILS
architecture, based on the concept of a separation kernel, it is applicable to a much broader range of architectures.
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1. Introduction

As the use of computer systems becomes more commonly employed, managing their security becomes more
complex. With the coexistence of different distributed environments communicating with one another and sharing
resources, security is expressed using different types of policies that control information access. One fundamental
key to successful implementation of secure high assurance computer systems is the design and implementation of
security policies. These policies must specify the authorized transactions of the system and actions for unauthorized
transactions, all in a form that is implementable. Implementing the enforcement of a policy is difficult and becomes
very challenging when the system must enforce multiple policies.

1.1. What is policy?

In computer security, the term policy means different things to different people. Policies can be a set of rules
to manage resources (e.g., actions based on a certain event(s)) or definite goals to determine present and future
decisions. Compliance with policy is mandatory. Policies are different from guidelines, which are optional and
recommended actions. Since they are not consistent, guidelines often violate systems’ security. For some people, a
policy should specify what data and resources need to be protected, how they will be protected, or why they need to
be protected, while for others, it could be any combination of what/how/why. Broadly speaking, a computer policy
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should address security issues, i.e., CIA (Confidentiality, Integrity, Availability). While most publications do not
discuss or provide a meaning of policy, a publication by Sterne [22] is devoted entirely to the concept of policy.
Sterne indicated that a policy has several widely-used conflicting meanings and that a precise definition is needed
to clarify security issues. Martin [19] pointed out that the concept of policy is difficult to define and discussed the
network policy concept in greater depth.

In MILS (see Section 2), policies are rules that guarantee reliable message transmission between a system’s
entities. We use the concept message to refer to any data that has been encoded for transmission to or received
from an entity (e.g., a method invocation, a response to a request, a program, passing a variable). The trans-
mission mechanism can utilize shared memory, zero-copy message transport, kernel supported transport, TCP/IP,
etc. An entity is the source or destination through which information can flow (e.g., user, subject, object, file,
printer).

The security policies that MILS focuses on are those that impose constraints on the actions (operations) of enti-
ties in the system. This includes access control in addition to information flow restrictions. Access control policies
ensure that entities access only those resources and services that they are entitled (authorized) to access, which
prevents information damage by having restrictions on access to information; however, access control policies do
not control how information is released after it has been read. Information flow policies [8,9] restrict the release
of information after it has been read within a system or between systems. In other words, in addition to enforcing
access control, information flow between entities must be monitored because a sequence of accepted operations
can cause information flow between entities, thus resulting in an information leak. For the rest of the paper, we use
the term information flow policies to refer to both types of policies.

The concept of information flow is fairly easy to understand, but enforcing information flow policies can be a
difficult task. Information in MILS is controlled by mandatory information flow policies. A security policy refers
to an information flow policy that describes which entities can pass certain messages to other entities. Security
attributes associated with entities in the system are defined by the policy. Information flow decisions for entities
are based on those attributes. This research focuses on one area of security: protecting confidential data from being
revealed to unauthorized entities.

1.2. Why IEMP?

Security policies address different aspects of system security such as information flow, availability, auditing,
and authentication. In this paper, we present the concept of an Inter-Enclave Multi-Policy (IEMP) for information
access. We use the concept security enclave (coalition) to refer to a boundary for a group of entities that have the
same security level. Entities in an enclave can communicate with one another according to an individual security
policy that is responsible for that enclave. In a multi-enclave environment where several policies exist, entities in
different security enclaves cannot interact with one another in a secure way without the existence of a mechanism
that controls the interaction. In this paper, we propose an approach where all interactions between policies may be
controlled by a global multi-policy that guarantees the integration of several heterogeneous systems. For example,
in a coalition model, IEMP can integrate Army, Air Force, and Navy forces with a joint staff that ensures policy
compliant interaction between the coalition members.

In many environments, an application or resource may be shared by several entities, with each entity having its
own security constraints for the application. In such a diverse environment, a single consistent open framework for
policy integration is needed to handle the conflicts and cooperation of policies. This is the role of an [IEMP. MILS
IEMPs are “policies about policies” that ensure the enforcement of end-to-end mandatory information flow security
policies. The IEMP technique manages multiple security policies (i.e., controls the conflicts and cooperation of
policies of different enclaves) that can be applied to a spectrum of high assurance systems. This allows the system
security officer to manage the evolution of policies without modifying the applications to which these policies

apply.
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1.3. Multi-policy paradigm

In order to address the move toward the multi-policy paradigm that was first adopted by the United States
Department of Defense (DoD) in 1993, we are applying the IEMP approach to the MILS system. The MILS
system is a multi-policy security system that supports a variety of independent security enclaves [1,2]. A policy in
the system can effectively deal with its enclave interactions (the entities that can communicate with one another in
regards to that policy). When different policies in different enclaves communicate with one another, the complexity
of guaranteeing no conflicts between policies greatly increases. Our goal is to enable the MILS system to effectively
support secure information processing within multi-enclave-multi-policy environments.

The remainder of this paper is organized as follows: in Section 2, we describe the Multiple Independent Levels
of Security and Safety (MILS) approach to high assurance system design for security- and safety-critical multi-
enclave systems. We propose an Inter-Enclave Multi-Policy (IEMP) paradigm for information access in Section 3.
Detecting and resolving policy conflicts is presented in Section 4. Section 5 discusses specifying individual policies
and IEMPs. In Section 6, related research regarding security multi-policies is outlined. Finally, we conclude the
paper and indicate future work in Section 7.

2. MILS architecture

High assurance systems are those that require convincing evidence that the system adequately addresses critical
properties such as security and safety [13]. MILS is a joint research effort between academia, industry, and gov-
ernment led by the United States Air Force Research Laboratory with stakeholder input from the Air Force, Army,
Navy, National Security Agency, Boeing, Lockheed Martin, Objective Interface Systems, Green Hills Software,
Lynux Works, Wind River, General Dynamics, Raytheon, Rockwell Collins, MITRE, and the University of Idaho.
The concept of the MILS architecture was created to simplify the process of the specification, design, and analysis
of high assurance computing systems [24]. This approach is based on the concept of separation, as introduced
by Rushby [20]. The concept of separation has been accepted in the avionics community and is a requirement of
ARINC 653 [3] compliant systems. Through separation, we can develop a hierarchy of security services where
each level uses the security services of a lower level to provide a new security functionality that can be used by
higher levels. Limiting the scope and complexity of the security mechanisms provides us with manageable, and
more importantly, evaluatable implementations.

Within the MILS architecture, application layer entities are provided with the mechanisms to control, manage,
and enforce their own application level security policies in a manner that ensures that the enforcement mechanisms
are always invoked, non-bypassable, tamperproof, and evaluatable. At this level we have both trusted application-
level security services and untrusted applications. The MILS architecture assumes certifiable trust within the mi-
croprocessor, separation kernel, middleware services layer, and for the application-level security services. Thus,
we assume a benign fault model within the microprocessor and real-time operating system (RTOS) but a malicious
fault model for the untrusted applications. Benign faults will need to be addressed via traditional fault-tolerant
diversity and redundancy, with fault containment procedures instituted within the microprocessor and RTOS. For
example, illegal instructions and memory violations are assumed to be trapped and handled via the microprocessor
and separation kernel, likewise for covert channels and residual data needing sanitization. Violations of informa-
tion flow that cannot be detected and trapped in this fashion will need to be handled within the middleware services
layer. Faults occurring within the middleware services layer (those that cannot be detected and trapped at lower lev-
els) constitute an open issue currently being addressed by the MILS research community. At the application layer,
execution is confined to the application partition, with limited communication to other partitions. All communica-
tion is monitored by the certified application layer security services and lower processing levels. Applications are
assumed to be rogue and are confined to operating within their partition resources, with finite boundaries of space
and time.
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A MILS system isolates processes into partitions, which define a collection of data objects, code, and system
resources. These individual partitions can be evaluated separately, if the MILS architecture is implemented cor-
rectly. This divide-and-conquer approach will exponentially reduce the proof effort for secure systems. A detailed
description of the MILS approach is provided by Alves-Foss et al. [1,2].

3. Proposed model

The MILS system is a convenient environment for applying the IEMP approach for many reasons, including:
different processes in the system enforce different security policies with different security goals in mind (e.g., con-
fidentiality, integrity, and availability), the system deals with different users at different security levels, and MILS
consists of separate components that interact with one another. Each component has its own functionality with its
own security policy. To achieve security, our goal is to secure all interactions between the system’s components
using MILS Security Policy Groups (SPGs).

3.1. Policy architecture

Information access controls are the mechanisms involved in the mediation of every request to resources and data
maintained by a system. Based on the security policy, they determine whether the request should be granted or
denied. This mediation must be performed by a trusted component, the MILS Policy Manager. Figure 1 shows the
policy architecture of MILS.

The policy manager makes access decisions in individual enclaves or between different enclaves, and the policy
database stores the policies that the policy manager will need. The system security officer has the authority to
specify security policies that are enforced by the system. Entities interact with the system to send requests through
an entity interface. Auditing will be performed for entity requests, i.e., a request will be logged as a trace operation
which will be used for analysis of activities in the system.

The policy manager is the policy enforcement mechanism that mediates message transmission between entities.
Once an entity makes a request to pass information, the request will trigger the policies that are related to the
requesting entity. The policy manager receives the request and identifies the policies that have been triggered.
The policy manager is separate from the policy database, which makes the system flexible and simple; the system
security officer will be able to change policies without modifying the enforcement mechanism.

Entity
‘; - Interface

e ‘.

Policy
Manager

Policy
Database

Fig. 1. Policy system architecture.
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The policy manager is consistent and complete. It is consistent because an entity request is either accepted
or denied but not both. This is due to the conflict resolution techniques that force the policy manager to make
a decision. The policy manager is complete because for each entity request, there is a result (the access being
accepted or denied).

Different policy models in the literature (e.g., Bell-LaPadula, Role-Based Access Control, Chinese Wall) have
been developed to restrict information access. Although most systems are restricted to a single policy model to
provide security [21], our proposed approach is capable of dealing with multiple policies from different models
that are being enforced by the system. Different policies can all exist in one policy database. The policy manager
checks the triggered policies and resolves potential conflicts (see Section 4). If the invoking entity is allowed to
access another entity, then access is granted; otherwise it is denied. The policy manager is responsible for enforcing
and monitoring the individual security policies and the multi-policies that are related to entities involved in the
access.

3.2. MILS security policy groups

Kiihnhauser [16] defined policy groups as a combination of a set of security policies and a set of policies that
control inter-domain actions. An advantage of a policy group approach is that it composes a multi-policy system’s
security policies into a single structure and provides a single point of reference for the discussion of a system’s
security properties.

The approach taken in IEMP implements Kiithnhauser’s definition of different classes of actions in multi-policy
systems but focuses on policy specification and enforcement methodologies. His definition is well suited for MILS,
a multi-policy system that supports separate security policies for different enclaves in a diverse environment. An
enclave sets a boundary for a group of entities that can communicate with one another according to an individ-
ual security policy responsible for that enclave. Each enclave has its own individual security policy that controls
communication between entities that belong to the enclave. While an individual policy controls message com-
munication within its enclave, inter-enclave multi-policies handle message communication between two or more
enclaves. Enclaves can be arranged in a hierarchical tree structure and may exist across multiple processors (Fig. 2).

Any interaction between MILS entities is modeled as an entity e; accessing another entity e, through access
operation op (read, write). P(ey, e;, 0p) denotes the application of policy P to access (e, €2, 0op), so P(ey, ez, 0p)
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Fig. 2. MILS enclaves distributed over separate processors.
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is of type grant or reject. Based on the sender’s identity, recipient’s identity, and some of the message content or
type, a decision is made to grant or reject access. We assume that a policy should be able to respond to a certain
request only to the entity that made the request (e.g., entity A should not receive information requested by another
entity B). A policy should make a decision and respond to a request within a period of time specified by the system
security officer. The system security officer assigns different time limits based on entity priority (importance).

3.3. Classes

Enclavep is used to denote the domain belonging to P which consists of all entities that are submitted to P.
For any access (ey, €2, op), a policy P will contain an access rule if and only if e}, ey € Enclavep. S = {Ple €
Enclavep} denotes the set of security policies that have entity e within their enclave. |C| is used to denote the
cardinality of some set C, I a finite set of indices, and { P; };c s a set of security policies.

In an enclave communication with a set of security policies { P;};c7, any access (ej, €2, 0p) in a multi-policy
system with ey, e € |J;c; Enclavep, belongs to one of the following three disjoint classes:

Class 1: |Se,| =|Se,| =1 A Se; = Se,
Class 1 identifies the case in which conflict-free interactions occur when both entity e and entity e;
belong to exactly one enclave (i.e., the same enclave) and are not members of any other enclave. Since
no inter-enclave communication is required, a single policy P makes the access decision.

Class 2: [S¢, N Se,| =0
Class 2 identifies the case in which no security policy exists that has both entity e; and entity e; in its
enclave; no security policy can provide the rule for interaction across multiple enclaves. An additional
completeness policy is required to handle the communication. Two sub-classes exist:

@) |Se;|=1 A |Se,| =1
where each entity is a member of only one enclave.
(b) Je € {e1,ex} :|Se| > 1
where at least one of the entities is a member of more than one enclave.

Class 3: |Se, N Se,| =1 A Je € {eg,ex} 1 [Se] > 1
Class 3 identifies the case in which at least one policy provides an access rule for both entities and at
least one of the involved entities is a member of more than one enclave. This may cause a conflict which
requires a mediation policy to identify appropriate rules. Inter-enclave multi-policies are mechanisms
that resolve such conflicts between two or more policies. Two different types of conflicts exist:

(@) |Se, N Se,| =1
an enclave conflict where an entity is a member of more than one policy enclave.
(b) |Se; N'Se,| > 1
a rule conflict where more than one policy exist for both entities that provide rules for the access.

A MILS Security Policy Group (SPG) is defined by combining the security policies, completeness policy, and
conflict mediation into a single policy group. Let I be a finite index set and {F;};c; be the set of regular secu-
rity policies of a given multi-policy system. A security policy group SPG = ({F;};c1, T, F, c) consists of the
following: a set of security policies { P; };c; implementing the security requirements for Class 1 accesses, a com-
pleteness policy T implementing the security requirements for Class 2 accesses, a conflict mediation policy F
implementing the security requirements for Class 3 accesses, and a classification function c that for each access
(e1,e2), e1, €2 € |J;e 1 Enclavep, produces the class (e, €2).

For any e, e; € Uie] Enclavep,, ¢ is defined as follows:

Pk : |Sel|:|Sez|:1 A Selzsezz{Pk}
clej,e) =4 T @ |Se NSe,| =0
F |8 NSe| =21 A Jee{e,er}:|Se| > 1.
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The classification function is part of the policy manager that implements access mediation by overwriting the
regular security policy call that is issued on every entity interaction. Any Class 1 interaction is directed to its
regular individual security policy, Class 2 interactions are diverted to 7', and Class 3 interactions are diverted to F'.

3.4. Enclave examples

MILS consists of different components, each of which has its own security policy. Figure 3 shows an example of
interactions between MILS components using MILS SPGs for four enclaves each with separate security policies.
The outer enclave indicates an enclave of a global policy and the innermost one indicates a more restrictive policy.
Assume that Enclave; represents the University, Enclave, represents the Research Office, Enclaves represents
the College of Engineering, and Enclave, represents the Department of Computer Science. Assume an employee
Karen, denoted K, who works full-time at the Department of Computer Science, is temporarily assigned to work at
the Research Office. This temporary assignment is considered a process of crossing over policy boundaries. Once
K logs in to the system at the Research Office, she becomes an entity within Enclave,. When K tries to access a
file, denoted W, within her original enclave, Enclavey, it is considered inter-enclave access.

For now, let us ignore the policies of Enclave; and Enclaves. Since Policy, does not have a rule for W in
Enclavey, and Policy, does not have a rule for K in Enclave;, an IEMP SPG is needed to control the access.

e The SPG is ({ Policy,, Policy,},T, F,c). Sk is {Policy,} and Sy is {Policy,}.
e K’s access is classified by function c as Class 2 access: |Sg N Sy/| = |{Policy,} N {Policy,}| = |0] = 0.

Therefore, policy T is selected for the access. The exact role of policy 7" will reflect the method of inter-enclave
access in MILS. For example, 7' could map K in Enclave, to K in Enclavey giving K the ability to have access
rights in both Enclave4 and Enclave;.

In the case of policy conflicts, consider the previous example, but this time take all the policies of the enclaves
into account.

e Entities in Enclave, are indirect members of Enclave; and entities in Enclaves are indirect members of
Enclaves and of Enclave; .
e The SPG is ({Policy,, Policy,, Policys, Policy,}, T, F, c).

Enclave,

Enclave,

Enclave,

Fig. 3. A structure of policy enclaves.
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When K is in Enclaves, Sg is {Policyy, Policys, Policy,}.

When K is in Enclave,, S is {Policy,, Policy, }.

Sw is {Policyy, Policys, Policy,}.

K’s access is classified by function ¢ as Class 3 access: |Si N Syy| > 1 in both cases, and each S contains
more than one policy.

Therefore, policy F' is selected for the access. The exact role of policy F' will reflect the method of resolving
conflicts in inter-enclave access in MILS. There are two situations which can give rise to these potential conflicts:

1. Rule conflicts: These occur in Class 3 from Section 3.3 (|Sg N Syy| > 1). When K accesses her file while in
Enclavey, arule conflict would arise between policies { Policy;, Policys, Policy,}. One choice F' could define
is that the innermost policy overrides the outermost one; and therefore the innermost policy (i.e., Policy,)
will control K’s request and make the access decision. With hierarchical policies, it is often easy to make
such a determination.

2. Enclave conflicts: These occur in Class 3 from Section 3.3 (|Sg N S| = 1). When K accesses her file while
in Enclave;, an enclave conflict would arise between Enclave, and Enclavey. Since no inner policy is able
to make the decision, the global policy Policy; will control K’s request and make the access decision. Or,
as provided by policy 7', K in Enclave, could be mapped to K in Enclaves. When the conflicts are not
hierarchical, a priori decisions must be made for any potential enclave conflict.

4. Policy conflicts

The IEMP technique allows actions to be specified to resolve policy conflicts. With the coexistence of different
policies in a diverse environment, interactions between the system’s entities can result in policy conflicts. One
policy may allow certain operations to be performed by an entity while another policy may not. [IEMPs should not
only control the cooperation of enclave individual policies to detect conflicts, but also take appropriate actions to
resolve these conflicts.

As mentioned in Section 3.2, Class 3 identifies the case in which at least one policy provides a rule for the
access and at least one of the involved entities is a member of more than one enclave. IEMPs identify two types
of conflicts: an enclave conflict where an entity is a member of more than one policy enclave and a rule conflict
where more than one policy exist that provide rules for the access.

Potential conflicts could be identified at the time policies are being defined, but this tends to be time-consuming
and therefore inefficient. A better approach is to have rules that control the interaction once a conflict has been
detected. Many conflicts will be resolved if each entity is assigned an explicit priority by the system security
officer based on its position in the hierarchy (i.e., importance). Once a conflict has been detected, an IEMP refers
to the priority of the involved entities, and the policy of the entity that has the highest priority will be considered.
Another approach is to give priority to the innermost policy over the outermost one. The innermost policy will
become stronger and resolve the conflict. For example, when a conflict arises regarding a CS student in the CS
Department, the policy of the CS Department will refine (add to) those of the University.

An IEMP should immediately decide how to resolve policy conflicts in a proper way. Resolving conflicts in-
volves determining which policy will take precedence or what actions will resolve the conflicts. Each enclave
policy is assigned a priority and a creation/modification date. When inter-enclave policies have conflicting rules,
the policy that has the highest priority takes over. If two policies have the same precedence, then the policy that
was created/modified on a later date will take precedence over the policy that was created/modified on an earlier
date. It must be noted that IEMPs are not allowed to rewrite enclave policies to resolve the conflict; this could lead
to more conflicts. Instead, the system security officer can modify or remove existing policies and add new policies.

When policies conflict with one another, an IEMP should decide on a resolution. To perform policy conflict
analysis, static and/or dynamic analysis could be performed. Static analysis occurs when conflicts are detected at
compile-time; dynamic analysis occurs at run-time. Our policy model in MILS performs static analysis. Although
most policy models perform static analysis, some recent research [4,11] addresses dynamic policy analysis.
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5. Policy specification

Although various languages in the literature have been proposed to specify policies for different purposes, a
standard language does not yet exist for the policy community to use. The MILS architecture provides a language
for describing security policies. Such a policy language is flexible enough to allow customizing of security policies
to reflect user needs. Security policies are managed by the system security officer who defines and specifies security
policies to apply to the system and who also modifies these policies when the system configuration changes.

We declare policies using MPL (MILS Policy Language). MPL, still in the developing process, consists of
natural language English-like notations that are functional enough to allow policies to be specified as constraints
on allowable actions in the environment. Figure 4 shows an IEMP example in MPL, based on Bell-LaPadula [6].
Although policies represent how an entity should behave, whether the entity complies with the policy depends on
the enforcement mechanism, i.e., the policy manager. In order to limit the applicability of a valid policy, we suggest
having certain constraints on entities based on information such as date, time, access history, and/or location. For
example, one could use date and time to restrict the use of the system between the days of Monday and Friday and
the hours of 8:00 am and 5:00 pm.

The policies specified in MPL are translated (refined) into Prolog, i.e., they are transformed from high-level ab-
stract specifications to low-level operational policies that MILS can enforce. The policy manager uses a knowledge
base and reasoning techniques for security. It reads policies and stores them in a Prolog knowledge base. Prolog
policies will effectively enforce security because Prolog tends to be an appropriate language for expressing policies
due to its simple declarative nature. Figure 5 shows an IEMP example in Prolog that is a subset of what will be
implemented. The policy is based on Bell-LaPadula [6].

6. Related work

Although all the following meta-policy concepts express that meta-policies are policies about policies, each
concept was introduced to target a specific area of interest. The meta-policy concept “policies about policies” was
introduced by Hosmer [14,15]. Hosmer showed that the conflict resolution process can be simple no matter how
many different policies are included. Kiihnhauser [16] introduced meta-policies cooperating between policies from
different domains. Kiihnhauser followed Hosmer’s views of meta-policies, but the focus of his work was on policy
coordination. Kithnhauser and von Kopp Ostrowski [17] engaged meta-policies to construct a formal framework
that supports multiple policies. Their implementation used “custodians” whose functionality is similar to that of the
policy manager used in our work. Bell [5] applied meta-policies to policy negotiation with the design of a formal
“multipolicy machine”. Bell considered the composition of two policies as a function, called policy combiner, and
introduced policy attenuation to allow the composition of conflicting security policies. Lupu and Sloman [18] used
meta-policies as a way to specify logical predicates over different policies. Meta-policies were introduced because
conflicts may arise between policies applied to the same object processing different management functionalities,
or policies are applied to objects which are members of several domains. More recently, Belokosztolszki and
Moody [7] presented meta-policies to check policies at specification time. In addition, Granville et al. [12] proposed
PoP (Policy of Policies), which defines how policies might be reorganized or disabled in response to the detection
of run-time conflicts. The concept of a security enclave that we defined in this paper (see Section 1.2) is similar to
that defined by DISA (Defense Information Systems Agency) [10], Zellmer [25], and Watro and Shirey [23].

7. Conclusions and future work
This paper outlines an inter-enclave multi-policy paradigm in MILS. MILS consists of different components,

each of which has its own security policy. The existence of an inter-enclave multi-policy framework across several
components becomes essential for cooperation and conflict resolution between individual policies. It is clear that
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iemp enclave;-enclave,
{
security-levels:
level = {U, C, S, TS}; //Unclassified, Confidential, Secret, Top Secret

classifications: //ordering of classifications
level = {ULC, UKS, UKTS, U=U, C<S, CKTS, C=C, S<TS, S=S};

entity-operations:

//BLP simple security property: read down

/lcl: classification hierarchy modeling a lattice

/lam: access matrix

read-access(ej-enclavey ej-enclave;,op) :
less-than-or-equal(cl(ej-enclave,),cl(e;-enclavey )), equal(op,read),
in(op,am(e;j-enclave -€j -enclave;)), equal(access(ej-enclave| € -enclave,),false);

//BLP *-property: write up

write-access(ej-enclavey,ej-enclave,,op) :
less-than-or-equal(cl(ej-enclave ).cl(ej-enclave,)), equal(op,write),
in(op,am(e;-enclavey,ej-enclave,)), equal(access(ej-enclavey ej-enclave, ), true);

policy-restrictions: //enforce enclave restrictions (e.g., monday<(sys.day<friday)
if (enclave -restrictions || enclave,-restrictions) then restrictions = true;

entity-state: //cl: classification hierarchy modeling a lattice, /am: access matrix

entities={e-enclave| ep-enclave|,e3-enclave;,e4-enclave, }; //controlled by IEMP

cl(ej-enclave|)=TS, cl(e,-enclave;)=TS, cl(e3-enclave;)=S, cl(es-enclave,)=S;

am(eq-enclave|,e;-enclave|)=am(e,-enclavey,ej-enclave; )=
am(e;-enclave,ej-enclave| )=am(e;-enclave|,e,-enclave; )={read,write}, //enclave

am(es-enclave,,e4-enclave, )=am(e4-enclave,,e3-enclave, )=
am(es-enclave,,es-enclave, )=am(e4-enclave,,e4-enclave, )={read,write}, //enclave,

am(e-enclave,es-enclave,)=am(e;-enclave;,e4-enclave, )=
am(e,-enclave,es-enclave, )=am(e;-enclave|,e4-enclave, )={read},
am(es-enclave,,ej-enclave| )=am(es-enclave,,ep-enclave; )=
am(e4-enclave;,e|-enclave| )=am(e4-enclavey,ep-enclave )={ write}; //iemp

if cond is satisfied then (access(ej-enclave e;-enclave;)=true, flag;=true)

else (access(ej-enclavey ¢j-enclave;)=false, flagy=true);

if (flag; && flagy) then conflict-priority;

conflict-priority:
if (enclave-priority > enclave,-priority) then resolve = enclave-priority
else if (enclave;-priority < enclave,-priority) then resolve = enclave,-priority
else creation-date;

creation-date:
if (enclave-date > enclave,-date) then resolve = enclave,-date
else if (enclave;-date < enclave;-date) then resolve = enclave,-date
else resolve = enclave-date;
}
cond: The simple and *-properties of Bell-LaPadula. The operation of a read defining <; implies “cl(0) <; cl(s)” and
the operation of a write defining <y implies “cl(s) <; cl(0)”.

Fig. 4. An IEMP example in MPL.
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% Entities
entity(jack). entity(penny). entity(camille). entity(mike). entity(trudy). entity(adrian).

% Enclaves
enclave(1). enclave(2). enclave(3). enclave(4).

% Security Clearance: 1 = Unclassified, 2 = Confidential, 3 = Secret, 4 = Top Secret
% classification(entity,enclave,securityclearance).

classification(jack,1,4). classification(penny,1,4). classification(camille,1,4).
classification(mike,2,3). classification(jack,2,3). classification(trudy,3,2).
classification(adrian,4,1).

% One enclave, read operation
allow(Entity1,Enclave1,read,Entity2,Enclave2) :-

Enclave1 = Enclave2,

entity(Entity1), entity(Entity2), enclave(Enclave1), enclave(Enclave2).

% One enclave, write operation
allow(Entity1,Enclave1,write,Entity2,Enclave?) :-

Enclave1 = Enclave2,

entity(Entity1), entity(Entity2), enclave(Enclave1), enclave(Enclave2).

% Different enclaves, read operation
allow(Entity1,Enclave1,read,Entity2,Enclave?2) :-
entity(Entity1), entity(Entity2), enclave(Enclave1), enclave(Enclave2),
dominate(Entity1,Enclave1,Entity2,Enclave2).

% Different enclaves, write operation
allow(Entity1,Enclave1,write,Entity2,Enclave2) :-
entity(Entity1), entity(Entity2), enclave(Enclave1), enclave(Enclave2),
dominate(Entity2,Enclave2,Entity1,Enclave1).

% Dominate relation
dominate(X,C,Y,V) :-
classification(X,C,CL1), classification(Y,V,CL2), CL1 > CL2.

% Sample Run

| ?- allow(jack,1,read,adrian,4).
true ?

yes

| ?- allow(adrian,4,write,jack,1).
true ?

yes

Fig. 5. An IEMP example in Prolog.

in a multi-enclave environment, multiple security policies need to interact. We propose an inter-enclave multi-
policy technique that manages multiple security policies within heterogeneous systems and define IEMPs as sets
of actions to control the interactions between different policy enclaves. IEMPs are significant in high assurance
multi-enclave systems because they control the processing and coordination of policies.

We describe an enclave policy specification in MPL that is translated into Prolog. We believe that implementing
information control using MPL and Prolog IEMPs is a good approach. However, it is important to acknowledge
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that establishing more policy constraints in more complex scenarios is necessary to provide more flexibility in
supporting security policies. Further research will include non-constraint (dynamic) policies that indicate what
should happen in certain situations (e.g., intrusion detection) as opposed to the current constraint (static) policies
that restrict actions of an entity (accept, deny). Other issues remain to be investigated, including developing a
graphical tool to specify individual policies and visualize interactions between inter-enclave policies.
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