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ABSTRACT Several group key protocols have been pre-

sented in the literature to enable secrecy of communication
among dynamic groups of participants. However, there is a
lack of consistency in the literature in terms of operations

supported and performance metrics of the various proto-
cols. This makes it difficult for designers to choose the

best protocol for their specific applications. To alleviate

this problem we introduce a generic model of group key

exchange protocols which we use to prove security proper-
ties of the protocols. In addition, we introduce new perfor-

mance metrics to be used to assist in uniformly comparing
these protocols and then improve the performance of five
protocols based on these operations and metrics.
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1 Introduction

With increased interdependence and networking of secure
communication, there are numerous applications such as
voice conferences, distributed computation, unmanned aer-
ial vehicle coordination that would greatly benefit from an
extended group key exchange algorithm that provides a se-
cure session key to encipher the communication and protect
confidential information for groups of participants. To pro-
vide assurance of secure and reliable communication be-
tween multiple groups, There are three categories that have
been put forward to solve group key establishment: cen-
tralized, distributed, and contributory group key manage-
ment [10, 2, 13] for large and dynamic groups based on the
Diffie-Hellman (DH) key exchange algorithm [5].

In this paper, we focus on the contributory group key
agreement protocols, the standard operations they perform,
the security of the protocols and performance metrics of the
protocols. In this category, every group member equally
contributes to the key, so the group key is derived from all
the group members. This solves the problem of a single
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point of failure and trust in a centralized group key man-
agement algorithm; providing for a higher level of assur-
ance in the continuing correct operations of the system.
Throughout this paper we will address several group key
management operations used by group key systems. The
operations we describe are initialization, join, mass join,
leave, mass leave, merge, partition, and key refresh.

The remainder of this paper is organized as follows.
In Section 2 we briefly introduce the key contributions of
this paper. This includes the presentation of our General
Contributory Group Key Exchange algorithm (GCGKE),
the set of new evaluation metrics for group-key, the crypto-
graphic security properties supported by this approach, and
a description of our proposed centralized authentication al-
gorithm. In Section 3 we prove that extending the general
secure two-party group key exchange protocol to multi-
party is still secure and discuss some well-known secure
two-party group key exchange protocols. In Section 4 we
compare the efficiency of several notable two-party group
key agreement protocols and public key algorithms. In Sec-
tion 5 we evaluate the efficiency of five efficient contribu-
tory group key agreements, and further improve their per-
formance. In Section 6 we conclude and summarize our
contributions.

2 Contributory Group Key Exchange Proto-
col

Our General Contributory Group Key Exchange protocol
(GCGKE) requires that every group member equally to
contribute to the group’s secret key, computed as a function
of all members’ contributions. This is suitable for dynamic
peer groups and provides strong security properties, since
each member contributes to the entropy of the key.

2.1 The GCGKE Algorithm

In the group-key protocol literature the authors explicitly
describe and explain their specific algorithms for some of
the operations mentioned above [10, 7, 6, 13]. Rather than
going into detail for each algorithm, we emphasize a gen-
eral algorithm GCGKE for these eight operations. GCGKE
is described as follows:
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GCGKE

Step 1: Every group member of every en
tity (we treat a group or a group member as
abstract entity) generates its secret kéyand
corresponding public valuB K;.

Step 2:The group sponsor of every entity tran
mits a message including its public value to i
sibling entity (if an entity has no sibling entity,
the entity does nothing in that round). The tw
sibling entities now execute a two-party grou
key exchange forming a new composite entit§.
All members in the entity can calculate th
group key and the corresponding public valug.
Then they choose a group member as the grogip
sponsor in the new entity.

Step 3: Repeat step 2 until there is only on
entity. Now every group member can know th
shared group key.

From the above GCGKE, treating a group as an ab-
stract entity, we expand the traditional two-party key ex-
change algorithms into the group setting. With this new
point of view we build a new group, add members and
merge groups through an iterative process using two-party
exchange as a primitive operation. For example, in the ini-
tialization operation, current contributory group key agree-
ments such as Efficient Group Key Protocol (EGK) [2],
Tree-Based Group Diffie-Hellman (TGDH) [7], Steer et
al.(STR) [6], and Communication-Computation Efficient
Group Key (CCEGK) [13] treat a group member as an en-
tity in the first round and each group member begins the
algorithm using two party key exchange. After that, each
entity executes a two-party key exchange with its sibling
group to create a new group and compute the group key.
The process is repeated until there is only one group. How-
ever, before we can use GCGKE to provide reliable and
secure communication, we must prove that this form of
extending two-party secure group key exchange to multi-
party is secure. We present our proof of this extension for
three different two-party key exchange algorithms in Sec-
tion 3.1.

2.2 Evaluation Metrics

Several evaluation metrics that are used to evaluate the
performance of the contributory key agreements are dis-
cussed in current literature [3, 13]. The performance of
the contributory key agreement can be divided into two cat-
egories: computation cost and communication cost. Com-
munication costs include thetal number of roundsand
total number of messagésoth unicast and broadcast mes-
sages). Computation costs consist of tb&l number of
cryptographic signaturegotal sequential exponentiations
andtotal number of verifications

In the group key protocols it is often necessary for

322

siblings or groups to have to wait for the results of a sib-
ling’s or group’s cryptographic operation before conduct-
ing their own. The sequencing of these operations are de-
noted by thenumber of sequential exponentiationk is
noted that several of the published results are based on two-
party DH [10, 2, 7, 6, 13]which uses exponentiation as
its most computational expensive cryptographic operation,
hence the term sequential exponentiation. A more accurate
term may be sequential keying operati@pin the general
secure two-party group key exchange, so we treat total se-
guentialOps as a parameter of the computation cost. More-
over, we introduce three new evaluation metrics to evalu-
ate the performance of the contributory group key agree-
ment protocolsmessage size¢he execution time of every
Op, and theexecution time of signing/verfication every
round. We use these metrics in Section 4 when we discuss
improving performance of the algorithms.

When the size of the message being transmitted is
large, the network may fragment the message, which will
cause network congestion, increasing the cost of communi-
cation. In addition, data transmission volume is of key con-
cern for battery-powered mobile devices. Kim et. al. [7, 6]
put forward that in every algorithm, in every operation,
every group sponsor broadcasts all the blinded keys (not
just one key) to the other group members, which causes the
message size to become quite large. This large message
size is largely ignored when they evaluate communication
costs.

During anOpthere will be a series of computationally
expensive cryptographic operations. When the execution
time of everyOp is slow, the computation cost becomes
expensive. Note that the execution time of eveyyis re-
lated to the efficiency of the two-party group key exchange
protocols, as discussed in Section 4.

In order to transmit the messages securely, we should
implement an authentication algorithm in the contribu-
tory group key agreement. If the execution time of
signing/verfication in every round is slow, the compu-
tation cost becomes expensive. Note that the time of
signing/verification in every round is related to the effi-
ciency of public key algorithms that can be used for sign-
ing/verification.

In the literature, researchers improve the costs of
computation and communication by putting forward differ-
ent algorithms for every operation and using different struc-
tures such as linked lists and binary trees [10, 2, 7, 6, 13].
They also put forward a centralized authentication scheme
and use RSA to sign/verify the messages. In this paper,
the focus is on finding a more efficient two-party group key
protocol to replace DH rather than detailing the specified
algorithms for every operation. Additionally we explore
the use of more efficient public-key algorithms for sign-
ing/verification to take the place of RSA to furthermore
improve the performance of the general contributory group

1Although both Alves-Foss [2] and the authors [13] briefly mention
that any two party group key algorithm including Elliptic curves can be
used, they only use DH group key exchange in their papers.



key agreement.

2.3 Cryptographic Properties

There are some desired properties of any contributory
group key agreement protocol such as group key secrecy,
weak backward secrecy, backward secrecy, weak forward
secrecy, forward secrecy, perfect forward secrecy, and key
independence discussed in the literature [10, 7, 6, 13].
Group key secrecy is that any group key is indistinguish-
able in polynomial time from a random number. This is
a group key variant of the Decision Diffie-Hellman prob-
lem [4] that we discuss in Section 3. It is related to the
security of multi-party group key exchange. If multi-party
group key exchange is secure, then contributory group key
agreement based on it guarantees group key secrecy. For-
ward secrecy, backward secrecy, key independency and
perfect forward and backward secrecy are guaranteed by
the specified algorithms of specified operations. In this pa-
per, we only focus on how to provide group key secrecy
when we extend the secure two-party group key exchange
to multi-party. We prove whether extending the secure two-
party group key exchange to multi-party is secure. If it
is true, we know we can use the most efficient two-party
group key exchange to improve the performance of con-
tributory group key agreement (see Section 2.2). Note
that the difference between our paper and [10, 2, 7, 6]
is that they only prove extending two-party DH to multi-
party is still secure. Our paper will prove extending two-
party secure group key exchange based on the assumption
is equivalent to Decisional Diffie-Hellman (DDH) or Ellip-

tic Curve Decisional Diffie-Hellman (ECDDH) assumption

to multi-party is still secure (See the definitions of DDH
and ECDDH in Section 3).

2.4 Centralized Authentication Algorithm

Kim et. al. [7, 6, 13] didn’t discuss the centralized authen-
tication scheme in detail and they use RSA to sign/verify
the messages. In this paper we present a general public
key algorithm and general hash function to implement the
centralized authentication algorithm:

1. The group sponsor enciphers the original message us-
ing a secure hash function. The output is a fixed size.
The output is enciphered text with the private key of
the group sponsor. It, plus the original message, is
broadcast to all other group members.

2. The other group members receive the message, they
use the public key of the group sponsor to decipher the
output. They also use the hash function of the origi-
nal message to compute the result and compare it with
the output. If they are same, the message is verified,;
otherwise, the message is rejected.

From the above algorithm, we know the execution time
of signing/verification in every round depends on the ef-
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ficiency of the public key algorithm. In order to improve
the execution time of signing/verification in every round we
should choose the most efficient public key algorithm. In
Section 4.2 we compare the efficiency of some well-known
public key algorithms.

3 General Secure Contributory Group Key
Exchange Protocol

Before we discuss the general secure contributory group
key exchange, we give some definitions used in this paper.

Definition 1 Decisional Diffie-Hellman (DDH) Assump-
tion: G is a finite cyclic group and g is a generator. Given
(g%, g%, g°*) and (g%, g, g¢) for randoma, b, c € [1,|G]],
no efficient algorithm can decide that= ab in G. In the
other word, the valug/®® is indistinguishable in polyno-
mial time from a random number 6f.

Definition 2 Elliptic Curve Decisional Diffie-Hellman
(ECDDH) Assumption:E is an elliptic curve over a fi-
nite field F, and P is a generator point onk. Given
P,aP,bP, cP for randoma, b, ¢, no efficient algorithm can
decide that = ab.

A two-party group key exchange protocol is used when
two participants generate their own private value and a
corresponding public value, exchange their public values,
and use key exchange operations to create the same new
shared keys independently. Given the public value and
some other information, it is infeasible to learn the private
key in polynomial time [4]. There are some secure two-
party group key exchange protocols such as DH and MQV,
based on discrete logarithms, and Elliptic Curves over a
finite field that support the DDH assumption, or its equiv-
alent. Our General Contributory Group Key Exchange al-
gorithm extends two-party secure group key exchange to
multi-party. This leads us to ask if the key generated from
multi-party group key exchange is as secure. In Section 3.1
we will prove that extending two-party group key exchange
to multi-party is still secure.

3.1 Security of Extending Two-Party Group
Key Exchange Protocols

Assumption 1. Using the DDH Assumption, lef; and
K5 be random numbers, anllK; be the corresponding
public values. The shared valué = PK; Op K; =
PK, 0p K using two-party secure group key exchange is
indistinguishable in polynomial time from a random value.

Assumption 2: Using the ECDDH Assumption, ldt’;
and K, be random numbers, alK; be the
corresponding public values. The shared value

K = PK, 0p K3 = PK, Op K, using two-party secure
group key exchange is indistinguishable in polynomial
time from a random value.



They are very strong assumptions. These assump-
tions lead to many useful cryptographic operations, includ-
ing many of the group key agreement protocols found in
the literature. The interested reader is referred to Boneh'’s
summary of this problem [4]. Assumptions assuming the
general two-party group key exchange is indistinguishable
in polynomial time from a random value and the operation
in group key exchange is performed ©yp, is the generated
group key secure?

Theorem 1 Let G be a group of sizen = 2™ and let
K, K,,... K, berandom values. The shared group k&y
derived in the application of GCGKE using the values,
K, ...K, is indistinguishable in polynomial time from a
random value.

Proof. The proof is based on mathematical induction
overm.

Basis: m = 1. This is the general two-party group
key exchange protocol, which is assumed to be indistin-
guishable in polynomial time from a random number.

Induction Hypothesis:The shared group ke de-
rived in the application of GCGKE, for any group of size
2™ (m > 1) is indistinguishable in polynomial time from a
random number.

Induction StepGCGKE creates a group si2&"+1)
by merging two subgroups of siZ*. Suppose thak(;
and K, are the shared subgroup keys of their respective
subgroups. GCGKE uses these shared subgroup keys to
create their own public valu@ K;, and then executes the
two-party group key exchange protocol to compute the new
group shared keyk=PK; Op K>,=PK>, Op K, indepen-
dently. From the@nduction hypothesjsk’; and K, are in-
distinguishable in polynomial time from random values.
From theAssumption 1 or Assumption 2 we know the
new shared group kel is indistinguishable from a ran-
dom number.

Theorem 1 directly derives the corollary that the key
created from the merge of two groups (where group size is
a power of 2) is secure.

Corollary 1 Let G; and G, be two groups of size; =
2™ andny = 2™2 respectively. G; and G, have their
own secure shared group kel§ and K. The new shared
group valueK derived from merging two subgroups us-
ing GCGKE is indistinguishable in polynomial time from a
random value.

Proof. G; and G, generate their own public value
PK; and PK, respectively. Then they execute the two-
party group key exchange protocol to compute the new
shared group kel =PK; Op K, =PK, Op K indepen-
dently. Becauséds; and K is indistinguishable in polyno-
mial time from random values and by the assumption, the
value K is indistinguishable from a random number.

In general the group size does not have to be a
power of 2. We can break down any size group into a
collection of the groups whose size is the power of 2 and
merge them.
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Theorem 2 Let G be a group of size n and let
Ky, Ks, ... K, be random values. The shared group key
K derived from the application of GCGKE using initial
valuesK,, K, ...K, is indistinguishable in polynomial
time from a random value.

Proof. This proof is based on the binary decomposi-
tion of the size of the group.

Case 1:if n = 2™ for some integem, by Theorem
1 the conclusion holds.

Case 2:if n # 2™ for any integemn, we can always
find the values:; € [0, 1] that is satisfied with the equation
n=am2™ + am_12"" 1+ ...+ 12" + ap2°. We treat
every subgroup in which, is equal to 1 as an entity. From
Theorem 1we know every entity has a secure shared key
K. We continue to collapse the number of groups by pair-
ing two subgroups (siblings in the tree) and having them
execute the two-party group key exchange protocols to cre-
ate a new subgroup and generate a new secure shared key
by Corollary 1 until there is only one group. The final
new secure shared key Is. So K is indistinguishable in
polynomial time from a random value.

After we extend the general two-party group key ex-
change to multi-party and prove the security of multi-party
group key exchange protocol, we discuss three secure pop-
ular two-party group key exchange protocols and prove the
security of their extending to multi-party.

3.2 Diffie-Hellman (DH) Key Exchange

The DH Key Exchange with indistinguishable security is
base on DDH assumption. It is presented as follows: Let
g, p andq be publicly known values, wherne ¢ are large
primes and wherg = 2¢ + 1. g is a generator of the group
QR,, that is a subgroup df; and the order i$QR, | = q.

Let Alice and Bob choose secret private vallig € Z,
andKp € Z4, respectively. They create their correspond-
ing public valuedflinded keys), r 4 andr g, and send them

to each other.

Alice — Bob
Bob — Alice

ra = ¢%4 mod p
rg = g%B mod p

Bob and Alice then compute a shared secret key using their
partner’s public value and their own private value:

KaxKp

K= (TA)KB mod p = (rB)KA mod p = g mod p

Corollary2 Let G be a group of sizen and let
K1, Ks, ... K, be random values iii;;. The shared group
key, K, derived from the application of GCGKE based on
two-party DH Key Exchange with indistinguishable secu-
rity using initial valuesK, Ks, . . . K, is indistinguishable

in polynomial time from a random value ;.

Proof. Because two-party DH key exchange with in-
distinguishable has power operation that is commutative
and it is indistinguishable in polynomial time from a ran-
dom value. ByTheorem 2 we can directly prove that
multi-party DH group key exchange is secure.



3.3 MQV Key Exchange

MQV is based on DH and improves DH. It derives a shared
secret value from one participant’s two key pairs and an-
other participant’s two key pairs. As a derivative of DH
it supports the DDH assumption. The algorithm is as fol-
lows [9]:

1. Suppose a key exchange between Alice and Bob. Al-
ice possesses a key pa{iBK 4, K 4) with PK 4 be-
ing her public key andK 4 being her private key.
Similarly, Bob possesses a key pal* K 5, K ) with
P K being his public and{ s being his private key.

2. Alice generates a session key f@ir, =) by randomly
generatinge and calculatingX = x * P wherez is
an integer andX is a point on an elliptic curve and
P is the generating point. Similarly, Bob generates a
session key paifY, y).

3. Alice calculatessy = (z+ X * K 4) mod n and Bob
calculatesS 4 :7(y +Y % Kg) mod n. In heren is

the order ofP, X (orY’) represents the first bits of
the pointX (or Y) wherel = [ 28271417

4. Alice and Bob send their public ke K 4, and PK 5
to each other. Alice and Bob can compute the shared
group keyK = h* Sa* (y+Y * PKg) = h* Sp x
(x + X * PK 4) where h is the co-factor defined in
P1363.

Corollary 3 Let G be a group of sizer and let Ky, Ko,
...K,, be random values. The shared group ka&y,de-
rived from the application of GCGKE based on two-party
MQV key exchange protocol using initial valugg, Ko,

... K,, is indistinguishable in polynomial time from a ran-
dom value.

Proof. We treat(y + Y * PKp) as the public value
of B, S, as the private value ofl, (x + X * PK,) as
the public value of4, andSp as the private value oB,
so the operation in two-party MQV key exchange protocol
is commutative. Because two-party MQV key exchange
protocol is secure, Bffheorem 2 we can directly prove
multi-party MQV key exchange protocol is secure.

3.4 Elliptic Curve Key Exchange

The Elliptic curve key exchange algorithm is as follows [8,
1]:

1. Pick a prime numbep, two nonnegative integers
andb that satisfy(4a>+27b%) mod p # 0, and elliptic
curveE,(a,b) whose elements:, b) are satisfied with
y? = (2% +ax+b) mod ¢, agenerator poird (1, 1)
in E,(a,b).

2. Suppose a key exchange between two participants
and B. A selects a private kel 4 less tham. Then
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A calculates its public valu®y, = K4 «G. P4 isa
pointin E,(a,b). B selects its secret kdy  less than
n. ThenB generates its public valuBg = K * G.

Pgis a pointinE,(a,b).

3. A and B send their own public values to each other,
respectively. AfterA and B receive the other’s public
value, they can calculate the shared k&yThe shared
keyK:KA*PB:KB*PA:KA*KB*G

In the two-party elliptic curve key exchange, even if an at-
tacker knowsG and KG, it is still infeasible to compute
K.

Corollary4 Let G be a group of sizen and let
Ky, Ks,... K, be random values. The shared group key
K derived from the application of GCGKE based on two-
party elliptic curve key exchange protocol using initial val-
uesKi, K, ... K, is indistinguishable in polynomial time
from a random value.

Proof. Because the operation in two-party Elliptic
curve key exchange protocol uses multiplication, it is com-
mutative. Additionally, two-party Elliptic curve key ex-
change protocol is secure. Bheorem 2, we can directly
prove that multi-party elliptic curve key exchange protocol
is secure.

4 Performance Improvement of CGKE Pro-
tocols

As we have stated before, the published group-key proto-
cols are typically based on DH. However, as we have shown
in Section 3, if we replace DH with the more secure and ef-
ficient two-party group key exchange in the contributory
group key, the contributory group key agreement will still
provide group key secrecy. From Section 2.2 we know that
replacing the older two-party group key exchange with the
new more efficient two-party group key exchange can im-
prove the performance of the contributory group key agree-
ment. Moreover, we know that using the new more efficient
public key algorithms for signing/verification in place of
older algorithms can improve the efficiency of the contribu-
tory group key agreement. In the next sections, we compare
the efficiency of secure two-party group key exchange pro-
tocols, and public key algorithms for signing/verification.

4.1 Efficiency of Secure Two-Party Group
Key Exchange Protocols

There are several secure two-party group key agreement
protocols that have been published. In this section we dis-
cuss the most well-known examples DH, MQV, Elliptic
Curve (ECDH), and Elliptic Curve MQV (ECMQV) [5, 9].
According to Adams and Lloyd [1], these protocols can be
compared when we adjust the key length to obtain an equiv-
alent level of cryptographic protection. Table 1 summarizes



these results; where speed indicates the relative computa-
tion cost of executing the given algorithm for the specified
key size.

Group Key Exchange | Key Length (bits) | Speed
DH 1024 Slow
MQV 1024 Slow

ECDH 192 Faster
ECMQV 192 Fast

Table 1: Efficiency of Two-Party Group Key Exchange
Protocols

The key size of DH, MQV should be 1024 bits long
to ensure adequate security while the key size of ECDH,
ECMQV only needs 192 bits to provide the same level of
security and execute faster for these key sizes. Itis apparent
that ECDH is overall the most efficient among these four
group key agreements. From Section 3, we know these four
group key exchange protocols can be extended to multi-
party secure group key agreements. Contributory group
key agreements based on them guarantee the group key se-
crecy, so contributory group key protocols using ECDH can
improve the time of ever@pand improve the computation
cost.

4.2 Efficiency of Public Key Algorithms for
Signing/Verification

To provide for authentication in key agreement for dynamic
groups, the CGKE protocols need to implement some form
of authentication. For dynamic groups, this authentication
is often public-key based. There have are several public
key algorithms published. We summarize three of the more
common ones RSA, DSA, and ECDSA [1]. In Table 2
we summarize the key length and implementation speed of
these three algorithms as documented in the literature [1].
The key length is chosen to provide comparable levels of
cryptographic strength in the signatures.

Public Key Algorithms | Key Length(bits) | Speed
RSA 1024 Slow
DSA 1024 Slow
ECDSA 192 Fast

Table 2: Comparison of Efficiency of Public Key Algo-
rithms

The key size of RSA, and DSA should be 1024 bits
long to provide adequate security while the key size of
ECDSA only needs to be 192 bits to provide the same se-
curity. Therefore, ECDSA needs a much smaller keys than
RSA, this is beneficial if transmission of each byte is a
concern to system designers. ECDSA is the most efficient
among these three public key algorithms. In Section 2.2,
we discussed that Signing/Verification used in the central-
ized authentication of contributory group key protocols can
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be improved by using ECDSA in every round as well as im-
proving the total computation cost. Although we propose
the use of ECDSA in this paper, any new developments and
improvements in public key encryption can and should be
used by GCEGE.

5 Improve Performance of Five Contribu-
tory Group Key Agreement Protocols

Table 3 summarizes the cost of communication and com-
putation for five protocols in the worst case situation. Be-
cause Averages are based on specific network behavior
and are documented in [11, 12], this is not as easy as
it firs appears. This paper followed the literature uses
worst case analysis. In one or two instances we found
some discrepancies or inconsistencies in the reported re-
sults and have corrected them here, K,, K,, K,,

m, and P; are denoted the sizes of current group mem-
bers, mass join members, mass leave members, merging
groups, merging members, and leaving members for sub-
group G;, respectively. We usé and h; to denote the
height of the updating key tree and the height of the key
tree of thei;, subgroup, respectivelyh!, = [log, K,],

hy = [logg K|, p = min([logy Kp| + 1,h), p =
min(2K,,n — K,), ¢ = max(min([log, P;] + 1, h;)),
andw = max(min(2P;,n — F;)).

From Table 3, it is hard to determine which proto-
col is better, because we do not know what would happen
when we execute multiple operations together. In [11, 12]
We have already compared the average costs of multiple in-
stances of these operations among these five protocols. In
summary, the average phases and messages of CCEGK and
STR are the most efficient, followed by TGDH, GDH3.0,
EGK. The average sequential exponentiations of EGK is
the most efficient, followed by TGDH, CCEGK, GDH3.0
and STR[11, 12].

Because these five contributory group key agreements
are based on DH and use RSA to sign/verify message we
can further improve the performance, based on our results
from Sections 2 and 3. We keep the algorithms of seven op-
erations in contributory group key agreements unchanged,
but replace two-party DH with ECCDH, and use ECCDSA
to sign/verify the messages, we can further improve their
communication and computation costs. Our goal is to give
a direction to improve efficiency of the General Contribu-
tory Group Key Exchange algorithm (which would reflect
any and all other group key algorithms). For example, if
there is a new, more efficient, contributory group key al-
gorithm, a new secure two-party group key protocol based
on the assumption that is equivalent to DDH or ECDDH
assumption, and a new more efficient public key algorithm
that can be used for signing/verification, we can create the
contributory group key based on the new secure two-party
group key protocol using the new efficient public key al-
gorithm to authenticate the messages. The usefulness of
GCGKE is that it can be modularly upgraded and used



Protocols Communication Costs Computation Costs
Rounds Messages Unicast Broadcast Message size Sequential Exponentiations| — Signatures. Verifications.
CCEGK Initialize h 2n-2 n n-2 2n-2 2h-2 h 2n-2
Join 1 2 1 1 1 1 1 2
Mass Join 1 Kg + 1 0 Kg + 1 Kg +1 K 1 Kg + 1
Merge 1 Km 0 Km Km Km —2 1 Km
Leave 1 1 0 1 h — 1 3h — 3 1 1
Mass Leave P n 0 n p*h — [CETDET) 3h-3 P “w
Partition - w 0 w @ xh— TTO)@ max(3h;) — 3 - w
EGK Initialize h 2n-2 0 2n-2 2n-2 2h-2 h 2n-2
Join 1 2 0 2 2 1 1 2
Mass Join 1 2K g 0 2Kq 2Kq 2h7, R+ 1 2K
Merge Kom 2K — 2 0 2K — 2 2K,y — 2 2K, Ko 2K — 2
Leave h 2(n-I) 0 2(n-I) 2n — 1 2h h 2(n-1)
Mass Leave h 2(n — Kp) 0 2(n — Kp) 2(n — Kp) 2h h 2(n — Kp)
Partition max (hy) max 2(n — P;) 0 max 2(n — P;) max 2(n — Py) max(2h;) max(hy) max 2(n — P;)
TGDH Initialize h 2n-2 0 2n-2 2n-2 2h-2 2n-2
Join 2 3 0 3 h+1 3h-3 2 3
. i 2)(h! +1
Mass Join R 41 2K, 0 2K, (Rl +1) % h — (—f‘z%@ﬁ 3h-3 nl 41 2K,
Mer Rl 1 2K ) 2K Bl 4+ 1)« b — mFD(Rm FI) 3h-3 Rl 1 2K
ge Vi, + m m (hi, +1) x h — o - L+ m
Leave 1 1 0 1 h — 1 3h-3 1 1
Mass Leave P m 0 m p*h — m 3h-3 P m
Partition @ w 0 w @ *x h — % max(3h;) — 3 @ w
STR Initialize n-1 2n-2 0 2n-2 2n-2 2(n-1) n-1 2n
Join 2 3 0 3 3 4 2 3
Mass Join 2 Kg + 2 0 Kg + 2 Kg + 3 3Kg + 1 2 Kg + 2
Merge 2 Km +1 0 Km +1 Ky + 2 3m+1 2 Ky +1
Leave 1 1 0 1 n—1 3042 1 1
Mass Leave 1 1 0 1 n — 1 3n 2 1 1
Partition 1 1 0 1 n—1 ) 1 1
GDH3.0 Initialize n+1 2n-1 2n-3 2 3n — 6 5n-6 n+l 2n-1
Join 4 n+3 0 n+3 2n+1 n+3 4 n+3
Mass Join Ko + 3 n F 2Kg + 1 0 n F 2Kg 1 2n + 3Kg — 2 n F 2Kg 1 Ko + 3 n F 2Kg + 1
Merge m+3 n+2m+1 0 n+2m+1 2n + 3m — 2 n+2m+1 m+3 n+2m+1
Leave 1 1 0 1 n n-1 1 1
Mass Leave 1 Kp 0 Kp n— Kp +1 n — Kp 1 1
Partition T 1 0 1 n — min(P;) 1 max(n — P;) T T
Table 3: Performance Metrics for Five Group Key Agreement Protocols
when and if newer components come up, without compro- [4] D.Boneh and R.Venkatesan. Breaking rsa may not be

mising or favoring one algorithm over another.

6 Conclusion and Future Work

In this paper we first presented the General Contributory

(5]

(6]

Group Key Exchange algorithm (GCGKE) as a general al-
gorithmic description of group key protocols to provide a 7]
framework for comparison. Proofs of security for GCGKE

can be reused for instances of it. In addition, to allow for

equivalent to factoring. InAdvances in Cryptology -
EUROCRYPT'98pages 59-71, 1998.

W. Diffie and M. Hellman. New directions in cryptography.
IEEE Transactions on Information Theor32(6):644—652,
Nov. 1976.

Y. Kim, A. Perrig, and G. Tsudik. Group key agreement
efficient in communication.|IEEE Transactions on Com-
puters 53(7):905-921, Jul. 2004.

Y. Kim, A. Perrig, and G. Tsudik. Tree-based group key
agreementACM Transactions on Information and System
Security 7(1):60-96, Feb. 2004.

a more uniform analysis of the performance of these pro- [8] N. Koblitz. Elliptic curve cryptosystemsMathematics of
tocols we introduced new evaluation metrics (the time of 9 EOLmPUtZat:am48(177%\5/|203—2J0% 1|_987- 1S, Vansione. A
Signing/Verification in every round, message size sent in [9] L. Law, Z. Menezes, M. Qu, J. Solinas, and S. Vanstone. An

every round, and the time of eve@p). In future, we will

elaborate more strict methodology for group key protocol

evaluation, e.g. formulate with a proper weighting system

(10]

reflecting the various importances of different metrics in-
stead of presenting an empiric evaluation of CCEGK pro-

tocols.
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