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ABSTRACT

Traditional analysis of group key protocol performance is
based on the cost of performing a single operation. We ex-
tend this analysis to examine the performance behavior of
five group key protocols after execution of multiple opera-
tion. This paper reports the results of our experiments for
100 operations consist of combinations of join, leave, mass
add and mass leave operations. The results of these ex-
periments are consistent with the original single operation
experiments, thus validating their utility.
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1 Introduction

The Internet is widely used to support collaborative appli-
cations such as conference calls, voice conferencing, dis-
tributed computation, white-boards and distributed data-
bases. All of these necessarily need reliable services
such as data privacy, integrity, and authentication. Group
key management is the most basic security service to
provide secure and reliable communication between mul-
tiple groups. A number of group key management
techniques have been presented to provide computation-
communication efficient group key protocol for large and
dynamic groups [1, 2, 3, 4, 5, 6, 7]. There are three cate-
gories (centralized, distributed, and contributory group key
management) that have been put forward to solve group
key establishment [8, 9, 10]. In this paper we focus on
contributory group key management, in which every group
member contributes an equal share to a shared group key.
This is appropriate for dynamic peer groups and allevi-
ates the problem of a single point of failure and trust
in centralized group key management algorithm. It also
avoids long term channel maintenance problems. In this
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paper we analyze the performance of five notable group
key protocols based on contributory group key manage-
ment: GDH3.0 [8], EGK [9], TGDH [11], STR [12],
CCEGK [13] which are based on two-party Diffie-Hellman
Key exchange.

The remainder of this paper is organized as follows:
in Section 2 we briefly discuss these five contributory group
key agreements and supplement the initialization operation
in TGDH and STR, concluding with a summary of the the-
oretical worst-case performance of the five protocols. In
Section 3 we discuss the simualtion setup, and we present
the results of our simulation in Section 4.

2 Related work

In recent years several group key protocols have been in-
troduced, such as GDH3.0 [8], EGK [9], TGDH [11],
and STR [12], CCEGK [13] that are based on contributory
group key management to improve the cost of communi-
cation and computation. The protocols build on the classic
two-party Diffie-Hellman (DH) approach for key exchange
[14], extending it to groups of parties.

For this to work, several group key management op-
erations, such as initialization, join, mass join, leave, mass
leave, merge, partition, and key refresh, are used by group
key systems. Communication costs consist of number of
rounds, number of unicast messages, number of broadcast
messages, and total messages. Computation costs include
total sequential exponentiations, total signatures, and total
verifications [10, 13].

GDHS3.0 is based on a linked list structure, so the
number of sequential key exchange operations scales lin-
early with group size. EGK, TGDH, STR, and CCEGK are
based on binary tree structures to provide for an efficient
number of exchanges, but they provide different algorithms
for the group key and group management protocols. EGK
and TGDH focus more on reducing the cost of computation
than that of communication. STR focuses on improving the

1The DH two-party key exchange requires exponentiation to provide
cryptographic strength. This exponentiation is typically over very large
integers (1024 bits) using modular arithmetic, and is thus time consuming.
The group key algorithms often use results of one operation as input to
the other, hence the use séquential exponentiatiorss a measure of
performance.
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cost of communication more than the cost of computation.
CCEGK attempts to balance communication and computa-
tion costs.

2.1 Theoretical Comparison

Table 1 summarizes the theoretical worst case performance
costs of the algorithms we are analyzing. Full performance
metrics typically include the cost of communication (num-
ber of rounds, number of messages, number of unicast mes-
sages, number of broadcast messages) and the cost of com-
putation (number of sequential exponentiations, signatures,
and verifications) [7]. However, due to the fact that not all
operations are fully documented in the literature, we only
present the costs for five operations (initialization, join,
mass join, leave, mass leave). The performance of the ini-
tialization operation for TGDH and STR is based on our
best guess of their implementation of this operation, since
it is not fully documented.

We usen to denote the sizes of the current group, and
K to denote the number of mass join members or mass
leave members. We ugeto indicate the height of the cur-
rent key treep’ = [log, K| to denote merging key tree,
and defingp = min(h' + 1, k), andy = min(2K,n — K).

Table 1 lists the worst case costs of the evaluation
metrics among these five protocols. It is important to see
how these protocols operate when multiple operations are
executed. In Section 3 we therefore compare the average
cost of multiple instances of these operations, through sim-
ulation, to get a better feel for the algorithms.

3 Simulation Setup

Amir et al. compare the performance of every single op-
eration among GDH3.0, BD, CKD, TGDH, and STR for
different group sizes [10]. Zheng et al. compare average
communication and computation costs of every operation
among EGK, STR, TGDH and CCEGK for different group
sizes [13]. The drawback of these simulations is that they
only compared the costs of single operations and did not
consider the costs of combined operations. For example,
Amir et al. report that for the join results of their simu-
lation, STR outperforms other protocols [10]. However,
for the leave operation, TGDH outperforms other proto-
cols. From these results, it is hard to determine whether
TGDH is more efficient than STR, because we do not know
what happens when we execute join and leave operations
together.

In our work, we consider the average cost of evalua-
tion metrics in combined operations among GDH3.0, EGK,
STR, TGDH, and CCEGK. In the simulations reported in
this paper, there are two categories of group operations:
join-leave andmass join-mass leave

Join-leave a combination of the two single member
operations join or leave, is executed every time. In our sim-
ulations, we assume that the occurrence of join and leave
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operations are independent and uniformly distributed.

Mass join-mass leavean operation that is one of two
operations: mass join or mass leave, is run every time. In
our tests, we assume that the occurrence of mass join and
mass leave operations are uniformly distributed and inde-
pendent.

3.1 Test Scenarios

The costs of communication and computation in each pro-
tocol rely on a number of factors. We design our sim-
ulations to take into account some of these factors. For
example, the costs of GDH3.0 do not depend on the po-
sition of the joining or leaving members; the costs of all
leave or all join operations are equal. EGK’s communi-
cation and computation costs do not depend on the posi-
tion(s) of the joining or leaving member(s) because in join
and mass join operations, it adds the new member(s) to the
root of the original key tree, and in the initialization, leave
and mass leave operations, a new balanced binary tree is re-
constructed. The communication and computation costs of
TGDH and CCEGK depend on: the position(s) of the leav-
ing or joining member(s), tree height, and the balancedness
of the tree. STR’s costs depend on the position(s) of leav-
ing member(s). Based on this discussion, we restricted our
simulations as follows:

o for GDH 3.0, we use the initialization operation to cre-
ate the original linked list, which simulates the struc-
ture of the list at any point in time.

e for EGK, TGDH, and CCEGK, we first build a ran-
dom, unbalanced binary tree (not using initialization
operations) to create a tree structure that could possi-
bly exist at some point in time.

o for STR, we obey the specified rules to create the bi-
nary tree using an initialization operation.

We initially conducted our experiments with initial
group sizes 200, 600 and 1000. We found that the relative
performance of the protocols was the same in these groups
and therefore only present the results for groups of 600 in
this paper. For each experiment of two operations we ran
100 operations. Each operation was chosen to be either a
joining or leaving operation based on a probabilistic paring
{(0%, 100%), (10%, 90%), .. .)}. The charts are graphed
based on the probability of the leaving operation. To sum-
marize, our experimental configuration was:

total operations = 100 (probabilistically distributed)

initial group size = 600

results presented are averages over 10 runs

for leave experiments the leaving member is chosen
randomly over all members



Protocols Communication Costs Computation Costs
Rounds| Messages Unicast | Broadcast|| Sequential Exponentiations Signatures.| Verifications.
CCEGK | Initialize h 2n-2 n n-2 2h-2 h 2n-2
Join 1 2 1 1 1 1 2
Mass Join 1 K+1 0 K+1 K 1 K+1
Leave 1 1 0 1 3h-3 1 1
Mass Leave ) I 0 L 3h-3 p I
EGK Initialize h 2n-2 0 2n-2 2h-2 h 2n-2
Join 1 2 0 2 1 1 2
Mass Join h'+1 2K 0 2K 2h’ h'+1 2K
Leave h 2(n-1) 0 2(n-1) 2h h 2(n-1)
Mass Leave h 2(n-K) 0 2(n-K) 2h h 2(n-K)
TGDH Initialize h 2n-2 0 2n-2 2h-2 h 2n-2
Join 2 3 0 3 3h-3 2 3
Mass Join h'+1 2K 0 2K 3h-3 h'+1 2K
Leave 1 1 0 1 3h-3 1 1
Mass Leave ) I 0 L 3h-3 p I
STR Initialize n-1 2n-2 0 2n-2 2(n-1) n-1 2n
Join 2 3 0 3 4 2 3
Mass Join 2 K+2 0 K+2 3K+1 2 K+2
Leave 1 1 0 1 T+2 1 1
Mass Leave 1 1 0 1 3L +2 1 1
GDH3.0 | Initialize n+1 2n-1 2n-3 2 5n-6 n+1 2n-1
Join 4 n+3 0 n+3 n+3 4 n+3
Mass Join K+3 n+2K+1 0 n+2K+1 n+2K+1 K+3 n+2K+1
Leave 1 1 0 1 n-1 1 1
Mass Leave 1 K 0 K n-K 1 1
Table 1: Performance Metrics for Five Group Key Agreement Protocols
e for mass join, we randomly chose from 2 to 10 mem- 1om
bers to join 1om
J g am /. —=— CCEGK
e for mass leave, we randomly chose from 2 to 10 mem- g o o o
bers to leave f e e TODH
é N:‘?_L‘\N‘ —+— GDH30
200
In each of the group operations, we compute the aver- o w
ages for phases, messages, sequential exponentiations, sig- 00030 4 5 E DS
natures, and verifications. Since average verifications are fottome Speraions

the same as average messages, and average signatures are
the same as average phases, we use the same graphs to de-

scribe them. If the average value of each evaluation metrics
is much smaller, its cost is more efficient.

4 Results

4.1 Join-Leave Results

Figure 1 shows the average number phases. We use both
Figure 2 and 3 to depict the average number of messages.
Due to the large disparity in cost performance, Figure 3
shows only the three best performing protocols. Figures 4
and 5 present the average sequential exponentiations, with
the best three isolated in Figure 5.

In Figure 1, when the total leave operations are in-
creasing, average phases in TGDH, STR, and GDH3.0 are
decreasing slightly because a leave operation of TGDH,
STR, or GDH3.0 only needs one phase, a join operation
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Figure 1: Join-Leave—Average Phases

of TGDH, or STR requires two phases, and a join oper-
ation of GDH3.0 needs four phases. However, average
phases in EGK are greatly increasing while average phases
in CCEGK remain constant. This is because EGK was de-
signed to be efficient for joins and used a built-in balancing
mechanism for leaves, by rebuilding the tree after every
leave. The experimental result here clearly demonstrates
that this rebalancing was not a good idea if a system expe-
riences large numbers of leaving members.

Since the probabilities of occurrences of leave and
join operation are equal for the long term we know even-
tually the total leave and join operations will be equal. At
this equality point, the phases of CCEGK in the join-leave
operation are the smallest, followed by STR and TGDH,
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Figure 3: Join-Leave—Average Messages for Best Protocols

and then GDH3.0, and EGK.

In Figures 2 and 3, when the total leave operations
are increasing, messages of EGK are climbing dramatically
because during the leave operation the tree is reconstructed
and need&n’ — 2 messages (wher€ is the size of the up-
dated group), messages of GDH3.0 are decreasing sharply
because a leave operation needs one message, and a join
operation needs+ 3 messages. Messages of TGDH, STR,
and CCEGK are decreasing slowly because in a join oper-
ation, TGDH and STR need three messages while CCEGK
needs two messages, and in a leave operation, TGDH, STR,
and CCEGK need one message. From these two figures, in
the long term, average messages of CCEGK are the small-
est, followed by TGDH and STR and then the others.

In Figure 4 and 5, when the total leave operations
increase, sequential exponentiations in GDH3.0 go down
slowly because in the join operation, GDH3.0 needs 3
sequential exponentiations; however, sequential exponenti-
ations in STR jump quickly because in an join operation,
STR only needs four sequential exponentiations and in a
leave operation it needs+ 3. Sequential exponentiations
of EGK, and TGDH rise steadily because in a join opera-
tion, EGK needs one sequential exponentiation and TGDH
needs at mosth — 3. In a leave operation, EGK recon-
structs the tree and requir@é — 2 sequential exponen-
tiations and TGDH still needs at mo3hk — 3. Sequen-

50

120000

100000

=

§ 5 60000 = EgiGK
=E / ——

$E popmn e ——TGDH
w

© = e

2 < ——5TR
g; 40000 /r —+GDHIO

20000

N A

0 10 20 30 40 50 BO 70 8O S0 100

Total Leave Operations
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Figure 5: Join-Leave—Average Sequential Exponentiations
for Best Protocols

tial exponentiations of CCEGK increases steadily until the
number of leave operations exceeds the number of joins,
because when CCEGK does more join operations, the tree
become more imbalanced, which will increase the total se-
guential exponentiations. In this paper we do not consider
the rebalance scheme of CCEGK in our simulation. For
the long term, average sequential exponentiations of EGK
are the smallest, followed by TGDH, CCEGK, STR and
GDH3.0.

4.2 Mass Join - Mass Leave Results

Figure 6 represents average phases, Figures 7 and 8
demonstrates average messages, and Figures 9 and 10
illustrate average sequential exponentiations in rttaess
join-mass leaveoperation when the group member size is
600 and every time the joining or leaving members are be-
tween 2 and 10.

In Figure 6, when the total mass leave operations
are increasing, average phases in STR and GDH3.0 are
decreasing steadily because during a mass join operation,
STR needs two phases and GDH3.0 requikes- 3 (K
is the number of joining members), and during a mass
leave operation, STR and GDH3.0 only need one phases.
However, phases in EGK and CCEGK are gradually in-
creasing because during a mass join operation, EGK needs
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Figure 6: Mass Join-Mass Leave—Average Phases

100000

90000 |-

80000
g KN ot
£ 70000 —=— COEGK
% 6000 i //‘“/rﬂ | ek
= 50000 7 ——TGDH
@
S 40000 % STR
$  Zo0mo ZalhiaN —e—GDHIO
< om0 //‘ \\

10000 =

i e e e
0 10 20 30 40 50 60 70 &0 90 100
Total leave operations

Figure 7: Mass Join-Mass Leave—Average Messages

[log, K]+1 phases, and CCEGK needs one phase and dur-
ing a mass leave operation EGK reconstructs the tree and
need<2h — 2, and CCEGK needs at mastin([log, K| +

1, h) phases. The phases of TGDH are fairly stable because
in a mass join operation it neefl®g, K] + 1, and during

a mass leave operation it requires at maogi([log, K| +

1,h). In the long term, the average phases of STR are the
smallest, followed by CCEGK, TGDH, GDH3.0 and EGK.

In Figures 7 and 8, when the total mass leave op-
erations are increasing, average messages of EGK are in-
creasing dramatically because during a mass join operation
it needs2 K messages, and during a mass leave operation
it requires2n’ — 2 messagesi( is new size of the updated
group). However, the average messages of GDH3.0 are de-
creasing rapidly because in a mass join operation it needs
n + 2K + 1 messages, and during a mass leave operation
it only requiresK messages. Average messages of STR
decrease quickly because during a mass join operation it
needsk +2 messages, and during a mass leave operation it
only requires one message. Average messages of CCEGK
rise steadily because in a mass join operation it nééeld
messages, and during a mass leave operation it requires at
mostmin(2K, n—K). Average messages of TGDH remain
steady because in a mass add operation it n2Edsnd in
a mass leave operation it requiresn(2K,n — K). For
the long term, average messages of STR are the smallest,
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Figure 9: Mass Join-Mass Leave—Average Sequential Ex-
ponentiations

followed by CCEGK, TGDH, GDH3.0 and EGK.

In Figures 9 and 10, when the total mass leave op-
erations are increasing, average sequential exponentiations
in GDH3.0 are decreasing rapidly because during a mass
join operation, it needs + 2K + 1, and during a mass
leave operation, it requires — K. However, average se-
guential exponentiations in TGDH and EGK are increas-
ing steadily because in a mass join operation TGDH needs
at most3h — 3 and EGK needg2 [log, K|, and during a
mass leave operation, TGDH still needs at m@rst— 3,
and EGK need®h — 2. Average sequential exponenti-
ations of STR and CCEGK are increasing sharply in the
first half of total operations. After that, average sequential
exponentiations of STR are still increasing gradually and
then decreasing steadily while average sequential exponen-
tiations of CCEGK are dropping rapidly. The reason is that
in a mass join operation, STR neetls + 1 and CCEGK
needsk, and in a mass leave operation, STR requﬁ;és
+2 and CCEGK requires at most — 3. In the long term,
average sequential exponentiations of EGK are the small-
est, followed by TGDH, CCEGK, GDH3.0 and STR.
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5 Conclusion and Future Work

In this paper we presented experimental results showing
the average computation and communication costs of five
group key management protocols. These experiments are
an essential first step in understanding the full behavior of
these protocols to provide decision makers a better under-
standing of their performance over time.

From the above two group operation simulations
(join-leave and mass join-mass leave), we know the aver-
age phases and messages of CCEGK and STR are the most
efficient, followed by TGDH, GDH3.0, EGK. The average
sequential exponentiations of EGK is the most efficient,
followed by TGDH, CCEGK, GDH3.0 and STR.

In the future, we will implement partition operations
in TGDH and STR. After that, we will simulate three extra
group operations: join-leave-mass join-mass leave, merge-
partition, join-leave-mass join-mass leave-merge-partition
to further compare the performance of these five protocols.
We hope to utilize the results of these experiments to better
understand the relative strengths and weaknesses of these
protocols.
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