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ABSTRACT
A few group key protocols are analyzed, implemented and
deployed, but the costs associated with them have been
poorly understood. Their analysis of group key agreements
performance is based on the cost of performing a single op-
eration. In this paper we extend this analysis to examine the
performance behavior of five group key protocols after ex-
ecution of multiple operation. We report our experimental
results for 100 operations consist of combinations of join,
leave, mass join, mass leave, merge, and partition. In order
to thoroughly compare the performance of five protocols,
we simulate three group operations: join-leave-mass join-
mass leave, merge-partition, and join-leave-mass join-mass
leave-merge-partition to observe what is not apparent from
the theoretical analysis.
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1 Introduction

With wide use of the Internet, applications such as con-
ference calls, voice conferencing, distributed computation,
white-boards and distributed databases would strongly ben-
efit from an enhanced multi-party group key exchange al-
gorithm. To ensure secure and reliable communication be-
tween multiple groups, several attempts have been made
to create a computation-communication efficient group key
protocol for large and dynamic groups [6, 10, 4, 5, 7, 11, 3].
Three categories (centralized, distributed, and contribu-
tory group key managements) have been proposed to solve
group key establishment [12, 1, 2]. In this paper we focus
on contributory group key management, in which each par-
ticipant generates its own private key and corresponding
public value, and equally contributes to the shared group
key which is derived by all the group members collectively.
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notwithstanding any copyright notation thereon. The views and conclu-
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preted as necessarily representing the official policies or endorsements,
either expressed or implied, of AFRL and DARPA or the U.S. Govern-
ment.

It alleviates the problem of a single point of failure and trust
in a centralized group key management, and also solves
long term channel maintenance problems in a distributed
group key management. In this paper we analyze the per-
formance of five notable group key protocols based on con-
tributory group key management: GDH3.0 [12], EGK [1],
TGDH [9], STR [8], CCEGK [14] which are based on two-
party Diffie-Hellman Key exchange.

The remainder of this paper is organized as follows:
in Section 2, we briefly discuss these five contributory
group key agreements and supplement partition operation
in TGDH and STR, concluding with a summary of the the-
oretical performance of the five protocols in worst-case sce-
nario. In Section 3, we discuss the simulation setup, and
test scenarios. In Section 4, we report our simulation re-
sults, and give the conclusion in Section 5.

2 Related Work

There have been several group key protocols:
GDH3.0 [12], EGK [1], TGDH [9], and STR [8],
CCEGK [14], introduced that are based on contributory
group key management to reduce the costs of communica-
tion and computation until now. These protocols are based
on the classic two-party Diffie-Hellman (DH) approach for
key exchange, extending it to multiple parties.

In these group key systems, several group key man-
agement operations: initialization, join, mass join, leave,
mass leave, merge, partition, and key refresh, are used.
Communication costs include number of rounds, number
of unicast messages, number of broadcast message, and
number of messages. Computation costs consist of total
sequential exponentiations, total signatures, and total veri-
fications [2, 14].

GDH3.0 is based on a linked list structure, so the
number of sequential key exchange operations performed
scales linearly with group size. EGK, TGDH, STR, and
CCEGK are based on binary tree structures to provide for
an efficient number of message exchanges, but they provide
different algorithms for the group key and group manage-
ment protocols.

Since partition operation for TGDH and STR is not
fully documented, their performance is based on our best
guess of their implementation of their operations. We im-
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plement the partition operation for TGDH and STR as fol-
lows: suppose the current group sizen is split intoK sub-
groups{G1, . . . , GK}. We treat it asK mass leave op-
erations. Each subgroup executes a mass leave operation.
Because each subgroup does the mass leave operation in
parallel, the total rounds are the maximum rounds among
K mass leave operations, the total messages are the maxi-
mum of the messages amongK mass leave operations, and
the total sequential exponentiations are the maximum se-
quential exponentiations amongK mass leave operations.
The mass leave operation for TGDH and STR is described
in [9, 8]

2.1 Theoretical Comparison

Table 1 summarizes the costs of communication and com-
putation in seven operations: initialization, join, mass join,
leave, mass leave, merge, and partition among the five pro-
tocols: GDH3.0, EGK, TGDH, STR, and CCEGK by the-
oretical analysis in the worst case. Because not all oper-
ations are fully documented in the literature, the perfor-
mance of initialization, partition operations are based on
our best guess of their implementation.

We usen, Ka, Kp, Km, m to denote the sizes of
current group members, mass join members, mass leave
members, partitioned groups, merging groups, merging
members, respectively.h and hi are the height of the
updating key tree and the height of the key tree of the
ith subgroup, respectively.h′a, h′m are dlog2 Kae and
dlog2 Kme, respectively. Pi is the the total size of leav-
ing members for subgroupGi. ρ, µ, µ, ϕ and ω are
calculated asmin(dlog2 Kpe + 1, h), min(2Kp, n − Kp),
max(min(dlog2 Pie+1, hi)), max(min(2Pi, n − Pi)), re-
spectively.

Table 1 lists the costs of the evaluation metrics among
these five protocols in worst case scenario. It is important
that we further see how these protocols operate when mul-
tiple operations are executed. In Section 3 we therefore
compare the average costs of multiple instances of these
operations to get a better feel by experimental simulation.

3 Simulation Setup

Amir. et. al. compare the performance of each single op-
eration among GDH3.0, BD, CKD, TGDH, and STR for
different group size [2]. Zheng. et. al. compare the com-
munication and computation costs of each single operation
among EGK, STR, TGDH and CCEGK for different group
size [14]. The drawback of their simulations is that they
only compared the costs of single operations and did not
consider the costs of combined operations. For example,
Amir et.al report that for the join results of their simula-
tion, STR outperforms other protocols [2]. However, for
the leave operation, TGDH outperforms other protocols.
From these results, it is difficult to determine that TGDH
is more efficient than STR, because we do not know what

happens if we run join and leave operations together.
In our simulation, we consider the average costs

of combined operations among GDH3.0, EGK, TGDH,
STR, and CCEGK. In our previous work [13], we have
done two categories of group operations:join-leave and
mass join-mass leave. In this paper, we further do other
three group operations:join-leave-mass join-mass leave,
merge-partition, and join-leave-mass join-mass leave-
merge-partition.

Join-leave-mass join-mass leaveoperation is a com-
bination of the four single operations: join, or leave, or
mass join, or mass leave, is executed every time. In our
simulations, we suppose the occurrence of join, leave, mass
join, and mass leave operation is independent and multino-
mial distribution.

Merge-partition operation is that one of two opera-
tions: merge or partition, is run every time. In our experi-
ments, we assume that the occurrence of merge and parti-
tion operations is independent and uniform distribution.

Join-leave-mass join-mass leave-merge-partition
operation is a combination of the six operations: join,
leave, mass join, mass leave, merge, and partition, is run
every time. In our tests, we suppose that the occurrence of
these six operations is independent and multinomial distri-
bution.

3.1 Test Scenarios

The costs of communication and computation in each pro-
tocol depend on a number of factors. We design our sim-
ulations that we take into account some of these factors.
For example, the costs of GDH3.0 do not depend on the
position of the joining or leaving members; the costs of
all leave, or all join operations are equal. For EGK, its
communication and computation costs do not depend on
the position(s) of the joining or leaving member(s) because
in the join, or mass join, or merge operations, it adds the
new member(s) or merging groups to the root of the orig-
inal key tree, and in the initialization, leave, mass leave,
and partitioned operations we reconstruct a new balance
binary tree. The communication and computation costs of
TGDH, CCEGK depend on: the position(s) of the leaving
or joining member(s), tree height, and the balancedness of
the tree. STR’s communication and computation costs de-
pend on the position(s) of leaving member(s), and the size
of merging group members. Based on the above analysis,
we restricted our simulations as follows:

• For GDH3.0, we use the initialization operation to cre-
ate the original linked list, which simulates the struc-
ture of the list at any point in time.

• For EGK, TGDH, and CCEGK, we first build a ran-
dom,unbalanced binary tree (not using their initializa-
tion operation) to create the original tree structure that
could possibly exist at some point in time.
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Protocols Communication Costs Computation Costs
Rounds Messages Unicast Broadcast Sequential Exponentiations Signatures. Verifications.

CCEGK Initialize h 2n-2 n n-2 2h-2 h 2n-2
Join 1 2 1 1 1 1 2
Mass Join 1 Ka + 1 0 Ka + 1 Ka 1 Ka + 1
Merge 1 Km 0 Km Km − 2 1 Km

Leave 1 1 0 1 3h-3 1 1
Mass Leave ρ µ 0 µ 3h-3 ρ µ
Partition ϕ ω 0 ω max(3hi) − 3 ϕ ω

EGK Initialize h 2n-2 0 2n-2 2h-2 h 2n-2
Join 1 2 0 2 1 1 2
Mass Join h’+1 2Ka 0 2Ka 2h′

a h′
a + 1 2Ka

Merge Km 2Km − 2 0 2Km − 2 2Km Km 2Km − 2
Leave h 2(n-1) 0 2(n-1) 2h h 2(n-1)
Mass Leave h 2(n − Kp) 0 2(n − Kp) 2h h 2(n − Kp)
Partition max(hi) max 2(n − Pi) 0 max 2(n − Pi) max(2hi) max(hi) max 2(n − Pi)

TGDH Initialize h 2n-2 0 2n-2 2h-2 h 2n-2
Join 2 3 0 3 3h-3 2 3
Mass Join h′

a + 1 2Ka 0 2Ka 3h-3 h′
a + 1 2Ka

Merge h′
m + 1 2Km 0 2Km 3h-3 h′

m + 1 2Km

Leave 1 1 0 1 3h-3 1 1
Mass Leave ρ µ 0 µ 3h-3 ρ µ
Partition ϕ ω 0 ω max(3hi) − 3 ϕ ω

STR Initialize n-1 2n-2 0 2n-2 2(n-1) n-1 2n
Join 2 3 0 3 4 2 3
Mass Join 2 Ka + 2 0 Ka + 2 3Ka + 1 2 Ka + 2
Merge 2 Km + 1 0 Km + 1 3m+1 2 Km + 1
Leave 1 1 0 1 3n

2 +2 1 1
Mass Leave 1 1 0 1 3n

2 +2 1 1
Partition 1 1 0 1 3n

2 +2 1 1
GDH3.0 Initialize n+1 2n-1 2n-3 2 5n-6 n+1 2n-1

Join 4 n+3 0 n+3 n+3 4 n+3
Mass Join Ka + 3 n + 2Ka + 1 0 n + 2Ka + 1 n + 2Ka + 1 Ka + 3 n + 2Ka + 1
Merge m+3 n+2m+1 0 n+2m+1 n+2m+1 m+3 n+2m+1
Leave 1 1 0 1 n-1 1 1
Mass Leave 1 Kp 0 Kp n − Kp 1 1
Partition 1 1 0 1 max(n − Pi) 1 1

Table 1: Performance Metrics for Five Group Key Agreement Protocols

• For STR, we obey the specified rules to create the bi-
nary tree, using its initialization operation.

We initially conducted our experiments with initial
group sizes 200, 600, and 1000. We saw that the rela-
tive performance of the protocols was the same in these
groups, so we only demonstrate the results for groups of
600 in this paper. For the experiments ofjoin-leave-mass
join-mass leave, join-leave-mass join-mass leave-merge-
partition , andmerge-partition we ran 100, 100, 50 op-
erations, respectively. The operations ofjoin-leave-mass
join- mass leaveand join-leave-mass join-mass leave-
merge-partition are chose to 9 scenarios and 10 scenarios,
respectively. To summarize our experimental configuration
was:

• total operations in join-leave-mass join-mass
leave and join-leave-mass join-mass leave-
merge-partition=100. Total operations inmerge-
partition =50.

• initial group size for every group operation=600.

• result presented are averages over 10 runs.

• during a partition operation, the original group is di-
vided into two subgroups of equal group size. After
doing a partition, we randomly choose one of parti-
tioned subgroups as the current group.

• for leave, mass leave, partition experiments, the leav-
ing member are chosen randomly over all members.

• for mass join or mass leave, randomly choose from 2
to 10 members to join or leave.

• in the join-leave-mass join-mass leave, the probabil-
ities of occurrences of the join and leave operations
are equal, 35%, followed by the probabilities of oc-
currences of the mass join and mass leave operations
which are both 5%. In merge-partition, the proba-
bilities of the occurrences of merge and partition op-
erations are equal, 50%. In the join-leave-mass join-
mass leave-merge-partitionoperation, the probabili-
ties of occurrences of the join and leave operations are
equal at 35%, the probabilities of occurrences of the
mass join and mass leave operations which are equal
at 10%, the probabilities of occurrences of the merge
and partition operations which are equal at 5%.

In every above group operation, we compute the av-
erage phases, average messages, average sequential ex-
ponentiations, average signatures, and average verifica-
tions. Since average verifications are the same to average
messages and average signatures are the same to average
phases, we use the same graphs to describe them. If the
average value of each evaluation metrics is much smaller,
its cost is more efficient.
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4 Results

4.1 Join-leave-mass join-mass leave Results

Scenario Join Leave Mass join Mass Leave
1 90 5 2 3
2 80 10 5 5
3 70 20 5 5
4 60 25 7 8
5 50 30 10 10
6 40 40 10 10
7 30 45 12 13
8 20 50 15 15
9 10 60 15 15

Table 2: Nine Scenarios in Join-Leave-Mass join-Mass
Leave

Table 2 shows 9 Scenarios used in our simulation to
demonstrate the tendency of the performance among the
five protocols in the join-leave-mass join-mass leave oper-
ation. From Scenario 1 through Scenario 9, join operation
is decreasing and leave, mass join, mass leave operations
are increasing.

Figure 1: Join-Leave-Mass join-Mass leave–Average
Phases for five protocols

Figure 2: Join-Leave-Mass join-Mass leave–Average Mes-
sages for five protocols

Figure 1 shows average phases, and Figures 2 and 3
demonstrate average messages, and Figure 4 presents aver-
age sequential exponentiations in the join-leave-mass join-
mass leave operation when the number of every original
group members is 600.

In Figure 1, when the total join operation is de-
creasing and total leave, mass join, mass leave operations

Figure 3: Join-Leave-Mass join-Mass leave–Average Mes-
sages for the best three protocols

Figure 4: Join-Leave-Mass join-Mass leave –Average Se-
quential Exponentiations for five protocols

are increasing, average phases of CCEGK are increasing
steadily; however, average phases of TGDH, GDH3.0, and
STR are decreasing steadily while average phases of EGK
are rising rapidly. This is because CCEGK, TGDH, and
EGK were designed to be constant for joins. CCEGK also
keeps constant for mass joins, leaves, but scales with the
height tree for mass leaves. TGDH scales with the join-
ing number for mass add and with the height tree for mass
leaves, but keeps constant for leaves. EGK scales with the
joining members for mass joins but with the height tree
for leaves and mass leaves. GDH3.0 keeps constant for
joins, leaves, and mass leaves but scales with the joining
members for the joining. For the long term, the average
phases of CCEGK are smallest, followed by STR, TGDH,
GDH3.0, EGK.

In Figures 2 and 3, when the total join operation is de-
creasing and total leave, mass join, mass leave operations
are increasing, average messages of CCEGK, and TGDH
are increasing steadily. However, the average messages of
STR are decreasing steadily. Average messages of EGK
are increasing sharply while average messages of GDH3.0
are dropping rapidly. This is because EGK was designed
to be efficient for joins and mass joins but used a built in
balancing mechanisms for leaves, and mass leaves, by re-
constructing the tree after every leave or mass leave. STR
keeps constant for every operation. GDH3.0 scales with
the group size for joins and mass joins, and with the leav-
ing members for mass leaves and keeps constant for leaves.
TGDH and CCEGK were designed to keep constant for
joins, leaves, but to scale with the joining members and
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leaving members for mass joins and mass leaves. In the
long term, the average messages of STR are smallest, fol-
lowed by CCEGK, TGDH, GDH3.0, EGK.

In Figure 4, when the total join operations are de-
creasing, and total leave, mass join, mass leave opera-
tions are increasing, average sequential exponentiations of
CCEGK, TGDH, and EGK are increasing steadily. How-
ever, average sequential exponentiations of STR are in-
creasing quickly while average sequential exponentiations
of GDH3.0 are falling steadily. This is because EGK re-
builds the tree after every leave or mass leaves, it scales
with the height of key tree for leaves and mass leaves, but
keeps constants for joins and scales with joining members
for mass joins. GDH3.0 scales with group size for every
operation and is the most expensive protocol. TGDH and
CCEGK do a little change for updating the key tree. In
every join and mass join operation, the key tree in CCEGK
becomes more imbalanced than that in TGDH. In future
we can use the rebalance schemes put forward in CCEGK
to reduce its average sequential exponentiations. The key
tree of STR becomes most imbalanced, so it almost scales
with the group size. From the long term, the average se-
quential exponentiation of EGK are smallest, followed by
TGDH, CCEGK, STR, GDH3.0.

4.2 Merge-Partition Results

Figure 5: Merge-Partition–Average Phases for five proto-
cols

Figure 6: Merge-Partition–Average Phases for the best
three protocols

Figures 5 and 6 show average phases, and Figure 7
demonstrates average messages, and Figures 8 and 9

Figure 7: Merge-Partition–Average Messages for five pro-
tocols

Figure 8: Merge-Partition–Average Sequential Exponenti-
ations for five protocols

Figure 9: Merge-Partition operation–Average Sequential
Exponentiations for the best three protocols

present average sequential exponentiations in the merge-
partition operation when the number of each original group
members is 100.

In Figures 5 and 6, when the total partition opera-
tions are increasing, average phases in STR are decreas-
ing steadily. However, average phases of EGK, CCEGK,
and TGDH are gradually rising while average phases of
GDH3.0 are dropping quickly. This is because leaving
group members is very large for every subgroup, it is al-
most equal for partition among EGK, CCEGK and TGDH.
STR requires 2 phases for a merge and 1 phase for a parti-
tion. GDH3.0 scales with the size of merging group mem-
bers for merges and keeps constant for partitions. In the
long term, average phases of STR are smallest, followed
by EGK, CCEGK, TGDH, GDH3.0.

In Figure 7, when the total partition operations are in-
creasing, average messages of EGK, TGDH, and CCEGK
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are increasing slowly; however, average messages of STR
remain fairly constants while average messages of GDH3.0
are dropping quickly. From Figure 7, we know rebuild-
ing the tree in EGK is not a bad ideal when the leaving
members are very large. Average messages of CCEGK
ad TGDH are almost equal because they keep constant for
merges and scale with the size of leaving group members
for partitions. GDH3.0 scales with the size of merging
group members for merges and keeps constant for parti-
tions. For the long term, average messages of STR are the
smallest, followed by CCEGK and TGDH whose average
messages are almost equal, EGK, GDH3.0 with the largest
average messages.

In Figures 8 and 9, when the total partition oper-
ations are increasing, average sequential exponentiations
of GDH3.0 and STR are decreasing rapidly. However,
average sequential exponentiations of EGK, TGDH, and
CCEGK are increasing steadily. Because in a merge op-
eration, the key tree of CCEGK keeps a little imbalance,
the average sequential exponentiations do not increase af-
ter we do a lot of partition and merge operations, and EGK
and TGDH scale with the height of key tree for merges and
partitions. STR and GDH3.0 scale with the group size for
merges and partitions. Therefore, when they do partitions,
the group size is decreased quickly, average sequential ex-
ponentiations are also sharply reduced. In the long term,
average sequential exponentiations of EGK are the small-
est, followed by CCEGK, TGDH, STR and GDH3.0 with
equal and the largest sequential exponentiations.

4.3 Join-leave-mass join-mass leave-merge-
partition Results

Scenario Add Leave Mass join Mass Leave Merge Split
1 95 5 0 0 0 0
2 85 5 2 3 2 3
3 75 10 4 3 4 4
4 65 20 4 3 4 4
5 55 25 6 4 5 3
6 45 30 7 5 6 7
7 35 35 8 7 7 8
8 25 40 9 9 8 9
9 15 50 9 9 8 9
10 5 55 10 10 9 11

Table 3: Ten Scenarios in Join-Leave-Mass join-Mass
Leave-Merge-Partition

Table 3 shows ten random scenarios used in our sim-
ulation to demonstrate the tendency of the performance
among the five protocols in the join-leave-mass join-mass
leave-merge-partition operation. From Scenario 1 through
Scenario 10, the join operation is decreasing and leave,
mass join, mass leave, merge, and partition operations are
increasing.

Figure 10 shows average phases, and Figures 11
and 12 demonstrate average messages, and Figure 13
and 14 present average sequential exponentiations in the
join-leave-mass join-mass leave-merge-partition operation

Figure 10: Join-Leave-Mass join-Mass leave-Merge-
Partition–Average Phases for five protocols

Figure 11: Join-Leave-Mass join-Mass leave-Merge-
Partition–Average Messages for five protocols

Figure 12: Join-Leave-Mass join-Mass leave-Merge-
Partition–Average Messages for the best three protocols

Figure 13: Join-Leave-Mass join-Mass leave-Merge-
Partition–Average Sequential Exponentiations for five pro-
tocols

when the size of each original group is 600. The reasons of
their tendency in the following figures can be summarized
by the above explanations of Section 4.1 and Section 4.2

605



Figure 14: Join-Leave-Mass join-Mass leave-Merge-
Partition–Average Sequential Exponentiations for the best
three protocols

In Figure 10, when the join operation is decreas-
ing, and leave, mass join, mass leave, merge, partition
operations are increasing, average phases in STR are de-
creasing steadily because in every operation the phases of
STR keep constant. However, average phases of CCEGK,
TGDH, and EGK are gradually rising while average phases
of GDH3.0 are falling steadily. In the long term, aver-
age phases of STR are the smallest, followed by CCEGK,
TGDH, EGK, GDH3.0.

In Figures 11 and 12, when the join operation is de-
creasing, and leave, mass join, mass leave, merge, parti-
tion operations are increasing, average messages of EGK
are increasing quickly; however, average messages of STR
remain fairly constant. Average messages of GDH3.0 are
falling quickly while average messages of TGDH, and
CCEGK are increasing steadily. For the long term, average
messages of STR are the smallest, followed by CCEGK,
TGDH, EGK, GDH3.0.

In Figure 13 and 14, when the join operation is de-
creasing, and leave, mass join, mass leave, merge, partition
operations are increasing, average sequential exponentia-
tions of GDH3.0 are decreasing rapidly; however, average
sequential exponentiations of EGK, TGDH, and CCEGK
are increasing steadily while average sequential exponen-
tiations of STR are increasing sharply. In the long term,
average sequential exponentiations of EGK are the small-
est, followed by TGDH, CCEGK, STR, GDH3.0.

5 Conclusion

In this paper we demonstrated a thorough experimental re-
sults showing the average computation and communication
costs of five group key management protocols. These ex-
periments are important in understanding the full behavior
of these protocols to provide decision maker a better under-
standing of their performance over time.

From these extensive experiments, the average phases
and messages of CCEGK, and STR are most efficient, fol-
lowed by TGDH, EGK, GDH3.0. Average sequential ex-
ponentiations of EGK are the most efficient, followed by
TGDH, CCEGK, STR, GDH3.0.

From the above analysis, we understand the relative

strengths and weakness of these protocol. It helps us to
decide which protocol will be used in the network for dif-
ferent environment. In the network of lower communica-
tion power, CCEGK and STR are selected to provide reli-
able group communication. In the network requiring lower
computation power, EGK, TGDH, and CCEGK are chosen
to provide reliable group application. For the network re-
quiring the lower communication and computation power,
CCEGK and TGDH are chosen to offer the group commu-
nication application.
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