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Tasks

* Protection Profile

* Formal Methods
— ACL2 Model of Information Flow
* model of secure message passing filter

— Formal Model of Security Policy
 developing model for distributed system

— SPARK (Safe ADA subset)
» code and proofs of secure message passing filter



Designer wants A to send
a message to B

®—®

Implementer maps A and B to partitions

nwODT

MILS CORBA, with help of
PCS, manages communication,
satisfying the security policy.

nwODT




Key

System architect maps subjects to partitions.

@ ® Single Level Subject
X @ Trusted (Multi-level)

S~ @ Subject
/ Y=/ CORBA

System architect determines connectivit

graph (directed graph) specifying whi
subjects can communicate with e other,
and directionality of the commupication.

PK Moderates all .. 4 " PCS Moderates all

Inter-p_artﬂm_n communication | \AP Bt Inter-partition communication
within a single processor .

Final allocation of subject to partitions, enforces
original directed graph through use of PCS and PK

PCS also moderates communication
from trusted partitions



MILS CORBA

A verified library that
provides a subset of
CORBA functionality
to support MLS
applications.

* Processes
application requests
correctly

* Protects itself and
app from incoming
message

Application

MILS
CORBA
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(Draft) MILS CORBA Protection Profile
Definitions/Descriptions

[/ Security Policies

4 Working Assumptions (mostly about the
PK)

23 Threats

13 Security Objectives

21 Functional Requirements
33 Assurance Requirements



(Draft) MILS CORBA Protection Profile
Security Policies

Consistent with the PK PP
« P.UNIQUE_ PARTITION

« P.DATA [ISOLATION

« P.INFO_FLOW

« P.CLEAR RESIDUAL
Consistent with DOD DCID 6-3

« P.CONFIDENTIALITY
 P.INTEGRITY
 P.AVAILABILITY



(Draft) MILS CORBA Protection Profile

Mappings

Security Policies X Security Objectives
Threats X Security Objectives

Ob
Ob
Ob

jectives X Assumptions
jectives X Functional Requirements

jectives X Assurance Requirements



(Draft) MILS CORBA Protection Profile
Threats

T.0 ACCESS TOE
T.0_AUDIT_CONF_TOE
T.0_AUDIT_CORRUPTED TOE
T.0_ORB_CORRUPT
T.O_CRASH_TOE

T.0 DOS

T.0_FLOOD

T.O_INSTALL
T.0_NAMING_CORRUPT
T.0_LOADED

T.0 RECORD EVENT TOE
T.0_REPOSITORY_CORRUPT

T.0 RESOURCES_TOE
T.0_TIMING_LEAK

T.0 TRACEABLE_TOE
T.0_UNAUTHORIZED ACCESS
T.O_UNSANITIZED

T.0 WRONG_CODE
T.0_PLATFORM_FAILURE
T.0_ MASQUERADE_SYSTEM
T.0_MASQUERADE_REQUEST
T.0_MASQUERADE_OWNER
T.0_EXPLOIT VULNERABILITY



(Draft) MILS CORBA Protection Profile
Threats X Security Matrix (Excerpt)
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(Draft) MILS CORBA Protection Profile
Requirements X Security Matrix (Excerpt)

FAU ARP.

FAU GEN.

FAU SAA

FAU SAR.
FCO_NRO.
FDP_ACC.
FDP_ACF.
FDP_DAU.

FDP_IFC.
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Start

Sept. 2001

-------- V1.0 e V1.3 e
Dec. 2002 June 2003
MILS PCS PP Start | -------- V0.1
Jan 2003 Aug. 2003
MILS CORBA PP Start | eeeeeee- V0.4
Jan 2003 Aug. 2003

Protection ProfileTimeline



Proposed Timeline

Start | -------- > V1.0 | ==eeeee- > V1.3 | e >
Sept. 2001 Dec. 2002 June 2003
MILS PCS PP Start | ---eeeel » V0.1
MILS CORBA PP Start | eeeeen > V0.4
Jan 2003 Aug. 2003

V0.2

V0.5

Internal Review

Sept-Oct. 2003

V1.0

V1.0

Public Review

Nov-Dec. 2003



